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191CS73 BLOCKCHAIN TECHNOLOGIES I:; -(I)- Z i
Programme: B.E. Computer Science and Engineering Sem: | 7 | Category: | PC
Prerequisites: NIL
Aim: | To understand security principles and blockchain technological innovations
Course Outcomes: The Students will be able to
CO1: Explain the knowledge about basic concepts of Networks and Security Mechanism.

CO2: Summarize the knowledge on the Block chain Architecture.

COa: Illustrate the concepts of Consensus mechanisms.

CO4: Apply the various cryptographic algorithm for the creation of blocks.

CO5: Develop the Blockchain implementation using the Ethereum. |

CO6: Create the Blockchain implementation using the Smart Contract.

INTRODUCTION TO BLOCKCHAIN \ 9

History of Blockchain — Decentralized system — Peer to Peer Network — Cryptography — Concept of
Cryptocurrency — Bitcoin — Applications of Blockchain — Case Study.

BLOCKCHAIN ARCHITECTURE | | ] IRE

Introduction — Components of Blockchain — The Structure of Block — Block Header — Genesis Block
— Hash — Node — Transactions — Miners — Characteristics of Blockchain Architecture — Types of Blockchain
Architecture.

CONSENSUS MECHANISM | | IRRE

Introduction about consensus — Consensus Algorithm — Types of Consensus Mechanism — Proof of Work — Proof
of Stack — Proof of Elapsed Time — Delegated Proof of stack — Proof of Identity — Proof
of Authority — Proof of Capacity — Hybrid PoW/ PoS.

KEY, WALLET AND ADDRESS | [ ] BERE

Introduction — Types of Encryptions—Symmetric Cryptography —Asymmetric Cryptography — Public
& Private key — Bitcoin Address — Wallet — Types of crypto wallet.

ETHEREUM & SMART CONTRACT | | ] | [ ]9

Compare to Bitcoin — Ethereum’s components - Smart Contact — Introduction to Ethereum High- level
language — Tokens — Gas — Decentralized Applications (DApps) — Decentralized Organizations
(DAO’s).

| | | Total Periods:| 45

COMPONENT LAB - LIST OF EXPERIMENTS:

1. Construct a Block and create an instance

2. Hash the data with SHA-256 algorithm

3. RSA Encryption, Decryption and Signing

4. Implementing Proof of Work system

5. Implementing Elliptic Curve key pair using secp256k1 algorithm
6. Create a linked chain with blocks

Text Book:

1. Arvind Narayanan, Joseph Bonneau, Edward Felten, Andrew Miller and Steven Goldfeder, Bitcoin and
Cryptocurrency Technologies: A Comprehensive Introduction, Princeton University Press ,July 19, 2016.
2. Imran Bashir, Mastering Blockchain ,Packt Publishing , 2017.

References:




Andreas M. Antonopoulos, Gavin Wood, “Mastering Ethereum”, O'Reilly Media, Inc,2018.
Xiwei Xu , Ingo Weber , Mark Staples , Architecture for BlockchainApplications, Springer Nature
Switzerland AG 2019.

Antonopoulos, “Mastering Bitcoin: Unlocking Digital Cryptocurrencies”, O'Reilly Media, Inc,
2/e, 2018.




COURSE PLAN

Programme: | B.E. Computer Science and Engineering | Year/Sem: IV/VII

Course Name/Code: Blockchain Technology /191CS73

Aim: To understand the various Cryptography algorithm and Blockchain technological
innovations.

COL1:Gain knowledge about basic concepts of Networks and Security Mechanism.
CO2:Able to gain knowledge on the Blockchain Architecture.

Course COa3:lllustrate the concepts of Consensus mechanisms.

Outcomes: CO4:Apply the various cryptographic algorithms for the creation of blocks.
CO5:Develop the Blockchain implementation using the Ethereum.
COG6:Develop the Blockchain implementation using the Smart Contract.

S. Topics Text/Ref. No. of Cuw:lat
No. Book(s) Periods Peri
eriods
UNIT I — INTRODUCTION TO BLOCKCHAIN 9)
LEARNING AND TEACHING AID Chalk & Board, Presentation Slides, Videos
1. | History of Blockchain T1 1 1
2. | Decentralized system Tl 1 2
3. | Peer to Peer Network T1 1 3
4. | Cryptography T1 2 5
5. | Concept of Cryptocurrency T1 1 6
6 Bitcoin Tl 1 7
7 | Applications of Blockchain T1 1 8
8 | Case Study T1 1 9
UNIT Il - BLOCKCHAIN ARCHITECTURE (9)
LEARNING AND TEACHING AID Chalk & Board, Presentation Slides
9 | Introduction Tl 1 10
10 | Components of Blockchain T1 1 11
11 | The Structure of Block T1 1 12
12 | Block Header Tl 1 13
13 | Genesis Block Tl 1 14
14 | Hash & Node implementation T1 1 15
15 | Transactions & Miners T1 1 16
17 | Characteristics of Blockchain Architecture T1 1 17
18 | Types of Blockchain Architecture Tl 1 18
UNIT 111 - CONSENSUS MECHANISM (9)
LEARNING AND TEACHING AID Chalk & Board, Presentation Slides, Videos
19 | Introduction about consensus T1 1 19
20 | Consensus Algorithm Tl 1 20
21 | Types of Consensus Mechanism T1 1 21
22 | Proof of Work & Proof of Stack Tl 2 23
23 | Proof of Elapsed Time T1 1 24
24 | Delegated Proof of stack T1 1 25
25 | Proof of Identity & Proof of Authority T1 1 26
26 | Proof of Capacity & Hybrid PoOW/ PoS T1 1 27
UNIT IV - KEY, WALLET AND ADDRESS (9)
LEARNING AND TEACHING AID Chalk & Board, Presentation Slides, Videos
27 | Introduction T1 1 28
28 | Types of Encryptions T1 1 29
29 | Symmetric Cryptography T1 2 31
30 | Asymmetric Cryptography T1 2 33
31 | Public & Private key T1 1 34




32 | Bitcoin Address T1 1 35

33 | Wallet & Types of crypto wallet T1 36
UNIT V- ETHEREUM & SMART CONTRACT (9)
LEARNING AND TEACHING AID Chalk & Board, Presentation Slides, Videos

34 | Compare to Bitcoin Tl 1 37

35 | Ethereum’s components T1 2 39

36 | Smart Contact Tl 2 41

37 | Introduction to Ethereum High-level language T1 1 42

38 | Tokens, Gas T1 1 43

39 | Decentralized Applications (DApps) Tl 2 45

40 | Decentralized Organizations (DAQO’s)

TOTAL HOURS: 45

TEXT BOOK

2.Imran Bashir, Mastering Blockchain ,Packt Publishing , 2017.

1.Arvind Narayanan, Joseph Bonneau, Edward Felten, Andrew Miller and Steven Goldfeder, Bitcoin and Cryptocurrency
Technologies: A Comprehensive Introduction, Princeton University Press ,July 19, 2016.

REFERENCE
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3

Andreas M. Antonopoulos, Gavin Wood, “Mastering Ethereum”, O'Reilly Media, Inc, 2018.

Xiwei Xu , Ingo Weber , Mark Staples , Architecture for Blockchain Applications, Springer Nature Switzerland

AG 2019.

Antonopoulos, “Mastering Bitcoin: Unlocking Digital Cryptocurrencies”, O'Reilly Media, Inc, 2/e, 2018.

Web Links:

1. https://www.youtube.com/watch?v=IPuLZSOye4c
2. https://youtu.be/1TNI75xcY60
Continuous Assessment (30)
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UNIT-1
INTRODUCTION TO BLOCKCHAIN TECHNOLOGY

Blockchain could be a data structure that could be a growing list of information blocks. The

knowledge blocks area unit coupled along, such recent blocks can’t be removed or altered.
Blockchain is the backbone Technology of the Digital Cryptocurrency Bitcoin.
What is Blockchain?

The blockchain is a distributed database of records of all transactions or digital events that
have been executed and shared among participating parties. Each transaction is verified by the
majority of participants of the system. It contains every single record of each transaction. Bitcoin is
the most popular cryptocurrency an example of the blockchain. Blockchain Technology first came
to light when a person or group of individual’s name ‘Satoshi Nakamoto’ published a white paper
on “BitCoin: A peer-to-peer electronic cash system” in 2008.Blockchain Technology Records
Transaction in Digital Ledger which is distributed over the Network thus making it incorruptible.
Anything of value like Land Assets, Cars, etc. can be recorded on Blockchain as a Transaction.
How does Blockchain Technology Work?

One of the famous use of Blockchain is Bitcoin. Bitcoin is a cryptocurrency and is used to
exchange digital assets online. Bitcoin uses cryptographic proof instead of third-party trust for two
parties to execute transactions over the Internet. Each transaction protects through a digital
signature.

Blockchain Decentralization

There is no Central Server or System which keeps the data of the Blockchain. The data is

distributed over Millions of Computers around the world which are connected to the Blockchain.

This system allows the Notarization of Data as it is present on every Node and is publicly verifiable.

K
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Decentralized

Distributed




Blockchain nodes

A node is a computer connected to the Blockchain Network. Node gets connected with

Blockchain using the client. The client helps in validating and propagating transactions onto the

Blockchain. When a computer connects to the Blockchain, a copy of the Blockchain data gets

downloaded into the system and the node comes in sync with the latest block of data on Blockchain.

The Node connected to the Blockchain which helps in the execution of a Transaction in return for

an incentive is called Miners.

Node

Node

Node
Node

Node Node

Disadvantages of the current transaction system:

Cash can only be used in low-amount transactions locally.

The huge waiting time in the processing of transactions.

The need for a third party for verification and execution of Transactions makes the process
complex.

If the Central Server like Banks is compromised, the whole system is affected including the
participants.

Organizations doing validation charge high process thus making the process expensive.

What are the benefits of Blockchain?

Time-saving: No central Authority verification is needed for settlements making the process
faster and cheaper.

Cost-saving: A Blockchain network reduces expenses in several ways. No need for third-party
verification. Participants can share assets directly. Intermediaries are reduced. Transaction efforts

are minimized as every participant has a copy of the shared ledger.




Tighter security: No one can tamper with Blockchain Data as it is shared among millions of
Participants. The system is safe against cybercrimes and Fraud.

Collaboration: It permits every party to interact directly with one another while not requiring
third-party negotiation.

Reliability: Blockchain certifies and verifies the identities of every interested party. This
removes double records, reducing rates and accelerating transactions.

Application of Blockchain

Leading Investment Banking Companies like Credit Suisse, JP Morgan Chase, Goldman Sachs,
and Citigroup have invested in Blockchain and are experimenting to improve the banking
experience and secure it.

Following the Banking Sector, the Accountants are following the same path. Accountancy
involves extensive data, including financial statements spreadsheets containing lots of personal
and institutional data. Therefore, accounting can be layered with blockchain to easily track
confidential and sensitive data and reduce human error and fraud. Industry Experts from Deloitte,
PwC, KPMG, and EY are proficiently working and using blockchain-based software.

Booking a Flight requires sensitive data ranging from the passenger’s name, credit card numbers,
immigration details, identification, destinations, and sometimes even accommodation and travel
information. So sensitive data can be secured using blockchain technology. Russian Airlines are
working towards the same.

Various industries, including hotel services, pay a significant amount ranging from 18-22% of
their revenue to third-party agencies. Using blockchain, the involvement of the middleman is cut
short and allows interaction directly with the consumer ensuring benefits to both parties. Winding
Tree works extensively with Lufthansa, AirFrance, AirCanada, and Etihad Airways to cut short
third-party operators charging high fees.

Barclays uses Blockchain to streamline the Know Your Customer (KYC) and Fund Transfer
processes while filling patents against these features.

Visa uses Blockchain to deal with business-to-business payment services.

Unilever uses Blockchain to track all their transactions in the supply chain and maintain the
product’s quality at every stage of the process.

Walmart has been using Blockchain Technology for quite some time to keep track of their food
items coming right from farmers to the customer. They let the customer check the product’s

history right from its origin.




DHL and Accenture work together to track the origin of medicine until it reaches the consumer.

Pfizer, an industry leader, has developed a blockchain system to keep track of and manage the
inventory of medicines.

The government of Dubai looking forward to making Dubai the first-ever city to rely on entirely
and work using blockchain, even in their government office.

Along with the above organizations, leading tech companies like Google, Microsoft, Amazon,
IBM, Facebook, TCS, Oracle, Samsung, NVIDIA, Accenture, and PayPal, are working on

Blockchain extensively.

Is Blockchain Secure?

Future Scope of Blockchain Technology

Finance, supply chain management, and the Internet of Things are just a few of the sectors that

blockchain technology has the power to upend (IoT). The following are some potential uses for

blockchain in the future:

Digital Identity: Blockchain-based digital IDs might be used to store personal data safely and
securely as well as offer a means of establishing identity without the need for a central authority.
Smart Contracts: A variety of legal and financial transactions could be automated using smart
contracts, self-executing contracts with the terms of the agreement put straight into lines of code.
Decentralized Finance (DeFi): Using blockchain technology, decentralized financial systems
might be built that support peer-to-peer transactions and do away with conventional
intermediaries like banks.

Supply Chain Management: Blockchain technology can be applied to a permanent record of
how goods and services have been moved, enabling improved openness and traceability across
the whole supply chain.
-Internet of Things (l1oT): Blockchain technology may be used to build decentralized, secure
networks for 10T devices, enabling them to exchange data and communicate with one another in
an anonymous, safe manner.

In general, blockchain technology is still in its early stages and has a wide range of potential

applications.

Advantages of Blockchain Technology:

1. Decentralization: The decentralized nature of blockchain technology eliminates the need for

intermediaries, reducing costs and increasing transparency.




Security: Transactions on a blockchain are secured through cryptography, making them virtually
immune to hacking and fraud.

Transparency: Blockchain technology allows all parties in a transaction to have access to the
same information, increasing transparency and reducing the potential for disputes.

Efficiency: Transactions on a blockchain can be processed quickly and efficiently, reducing the
time and cost associated with traditional transactions.

Trust: The transparent and secure nature of blockchain technology can help to build trust

between parties in a transaction.

Disadvantages of Blockchain Technology:

1.

Scalability: The decentralized nature of blockchain technology can make it difficult to scale for
large-scale applications.

Energy Consumption: The process of mining blockchain transactions requires significant
amounts of computing power, which can lead to high energy consumption and environmental
concerns.

Adoption: While the potential applications of blockchain technology are vast, adoption has been
slow due to the technical complexity and lack of understanding of the technology.

Regulation: The regulatory framework around blockchain technology is still in its early stages,
which can create uncertainty for businesses and investors.

Lack of Standards: The lack of standardized protocols and technologies can make it difficult
for businesses to integrate blockchain technology into their existing systems.

Overall, the advantages of blockchain technology are significant and have the potential to
revolutionize many industries. However, there are also several challenges and disadvantages that

must be addressed before the technology can reach its full potential.




CHAPTER 1:
HISTORY OF BLOCKCHAIN

Let’s discuss the timeline of blockchain evolution:

1991: In 1991, researcher scientists named Stuart Haber and W. Scott Stornetta introduce
Blockchain Technology. These scientists wanted some Computational practical Solution for time-
stamping the digital documents so that they couldn’t be tempered or misdated. So both scientists
together developed a system with the help of Cryptography. In this System, the time-stamped
documents are stored in a Chain of Blocks.

1992: After that in 1992, Merkle Trees formed a legal corporation by using a system developed by
Stuart Haber and W. Scott Stornetta with some more features. Hence, Blockchain Technology
became efficient to store several documents to be collected into one block. Merkle used a Secured
Chain of Blocks that stores multiple data records in a sequence. However, this technology became
unused when the Patent came into existence in 2004.

2000: In the year 2000, Stefan Konst published his theory of cryptographic secured chains, plus
ideas for implementation.

2004: In the year 2004, Cryptographic activist Hal Finney introduced a system for digital cash
known as “Reusable Proof of Work”. This step was the game-changer in the history of Blockchain
and Cryptography. This System helps others to solve the Double Spending Problem by keeping the
ownership of tokens registered on a trusted server.

2008: After that 2008, Satoshi Nakamoto conceptualized the concept of “Distributed Blockchain”
in his white paper: ”A Peer to Peer Electronic Cash System”. He modified the model of Merkle Tree
and created a system that is more secure and contains the secure history of data exchange. His System
follows a peer-to-peer network of time stamping. His system became so useful that Cryptography
became the backbone of Blockchain.

2009: After that, the evolution of Blockchain is steady and promising and became a need in various
fields. In 2009, Satoshi Nakamoto Releases Bitcoin White Paper. Blockchain technology is so secure
that the following surprising news will give proof of that. A person named, James Howells was an
IT worker in the United Kingdom, he starts mining bitcoins which are part of Blockchain in 2009

and stopped this in 2013. He spends $17,000 on it and after he stopped he sells the parts of his laptop




on eBay and keep the drive with him so that when he needs to work again on bitcoin he will utilize
it but while cleaning his house in 2013, he thrashed his drive with garbage and now his bitcoins cost
nearly $127 million. This money now remains unclaimed in the Bitcoin system.

2014: The year 2014 is marked as the turning point for blockchain technology. Blockchain
technology is separated from the currency and Blockchain 2.0 is born. Financial institutions and
other industries started shifting their focus from digital currency to the development of blockchain
technologies.

2015: In 2015, Ethereum Frontier Network was launched, thus enabling developers to write smart
contracts and dApps that could be deployed to a live network. In the same year, the Linux Foundation
launched the Hyperledger project.

2016: The word Blockchain is accepted as a single word instead of two different concepts as they
were in Nakamoto’s original paper. The same year, a bug in the Ethereum DAO code was exploited
resulting in a hard fork of the Ethereum Network. The Bitfinex bitcoin exchange was hacked
resulting in 120,000 bitcoin being stolen.

2017: In the year 2017, Japan recognized Bitcoin as a legal currency. Block.one company introduced
the EOS blockchain operating system which was designed to support commercial decentralized
applications.

2018: Bitcoin turned 10 in the year 2018. The bitcoin value continued to drop, reaching the value of
$3,800 at the end of the year. Online platforms like Google, Twitter, and Facebook banned the
advertising of cryptocurrencies.

2019: In the year 2019, Ethereum network transactions exceeded 1 million per day. Amazon
announced the general availability of the Amazon Managed Blockchain service on AWS.

2020: Stablecoins were in demand as they promised more stability than traditional cryptocurrencies.
The same year Ethereum launched Beacon Chain in preparation for Ethereum 2.0.

2022 : Ethereum has shifted from Proof of Work(PoW) to Proof of Stake(PoS) consensus
mechanism. The original Ethereum mainnet merged with Beacon Chain which has Proof-of-Stake.

Now it is existing as one chain. Ethereum’s energy consumption has reduced by ~99.95%.
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CHAPTER 2:
DECENTRALIZED SYSTEM

Decentralization is known as the distribution of functions among several units. It is an

interconnected system where no single entity has complete authority. It is the architecture in which
the workloads, both hardware, and software, are distributed among several workstations.

The functions are distributed among several machines in a decentralized system instead of
relying on a single server. They have multiple central owners. The owners can store the resources so
that each user can have access. The system can be imagined in a graphical manner. Each user’s
machine can be visualized as nodes that are connected to one another. Each node has a copy of
another node’s data and the multiple owners have copies of all the nodes as well so as to reduce the
access time. So whenever an update or change is made in a node’s data, the changes are reflected in
the copies as well. Let us illustrate with the help of examples: Bitcoin is the latest technology and a
prime example of a decentralized system. It is a blockchain where no central authority exists. Anyone
and everyone can become a part of the network get involved in transactions and take part in voting.
The decision is taken on the majority of votes. Dogecoin is a cryptocurrency that is decentralized
and peer-to-peer that allows us to do transactions.

We must have a clear concept of decentralization, centralization, and distributed networks. In
a centralized network, there is a central network authority who takes the decisions. In a decentralized
system, there are multiple owners. Distributed systems are a further extension of decentralization.
Here there is no concept of owners. All users are owners and all have equal rights.

Importance of Decentralization
Decentralization is very important because of the following reasons:
« Optimization of Resources: Each user does not have to have all resources. The
decentralized setup allows the user to share his burden with others at a lower level.
« Greater output: Since all users have the same authority, therefore each and every user
work with greater efficiency so as to enhance the maximum productivity.
» Flexibility: Users can share their own views as there are no restrictions imposed by any
central authority. They also have the flexibility to change their decisions.
Working of Decentralization
In a decentralized network, a user wants to share some data. The user doesn’t have to take

permission so has the full authority to publish something. In the network, each user is connected




to one another. So when the user shares the data, the data is shared among the other peers with
the help of protocols. Peers approve the data. When the data is approved the protocols update
the database. A database is maintained so as to keep track of all information.

Need of Decentralization

Nowadays, technology is advancing day by day and the number of users is also
increasing. For the administration of the system, the centralized system is failing to meet all the
criteria. So Decentralized system is becoming very useful day by day. It creates an efficient, secured,
and reliable administration. It improves peer-to-peer networks. It ensures the right of each user. Each
individual has the right to decision-making. Users also have access to the database. The biggest
advantage of decentralization is if a part of the network crashes, the whole network will work
uninterrupted. The main reason why decentralization is better than centralization is the flexibility
and data to adapt to market demands quickly.

Is Decentralization secured?

Decentralization is highly secured. Since there is no central authority, there is no central
server. Each user’s server act as a central server. Therefore there are multiple servers. Hacking all
the servers is not a feasible option. Therefore many organizations are now switching to a
decentralized network. The prime example is Google. The products of Google from online search to
mobile Android are given the freedom to work independently.

Benefits of Decentralization
e The main benefit is if some nodes fail or the main node fails, the whole system doesn’t crash.
« The decision-making process is done on the basis of voting.
« They are usually open development platforms and there is less censorship.

o More machines can be added to the network.




CHAPTER 3:
PEER TO PEER NETWORK

What are peer-to-peer (P2P) networks?

A peer-to-peer (P2P) network is based on the concept of decentralisation, which allows the
participants to conduct transactions without needing a central server. The peers or nodes (usually a
computer) communicate with each other on the network freely without an intermediary. Unlike the
traditional client-server model, where the client makes a request, and the server completes the
request, the P2P network model allows the nodes to function as both the client and the server, giving
them equal power and making them perform the same tasks in a network. Blockchain is a P2P
network that acts as a decentralised ledger for digital assets.

How do peer-to-peer (P2P) networks work?

As we know, a P2P network has no central server overlooking them; the users or nodes are

responsible for maintaining the network. Every node participating in the network acts as a server
that can upload, download, and share files with other nodes. The nodes use their hard drives instead
of a central server to store this data. As these capabilities to transmit, receive and store files lie with
each node, the P2P network is more secure, fast and efficient.
It is important to note that to make peer nodes easily locatable to new peers that join the network,
the P2P architecture must have many active nodes in the blockchain network, as this is when it
functions best. If many nodes leave the network, it is necessary to ensure enough are left to pick up
the slack.
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Types of peer-to-peer (P2P) networks

The network is categorised into three types of P2P networks based on their architectural differences.
. Structured peer-to-peer networks

In this network, an organised structure is used in which the nodes interact, making it possible for the
nodes to easily search for files even if the data is unavailable. Due to this organised structure, some
amount of centralisation exists in this type of network. Despite providing easy access to data, a
structured P2P network is more challenging and costly to set up.

. Unstructured peer-to-peer networks

In this type of network, there is no set structure for the nodes to follow. Participants can join or leave
the network as and when they desire. This lack of a definite structure leads participants to
communicate randomly with each other. This network is easy to build, but it requires high CPU
power as all nodes must remain active to process a high number of transactions. Memory usage is
also increased as search queries are sent to the whole network. An unstructured peer-to-peer network
is best applicable for high churn activity, such as for a social platform.

. Hybrid peer-to-peer networks

A hybrid P2P network is a combination of a peer-to-peer and client-server model. The network has
a central server that stores information on the location of resources and uses this server to conduct
searches. In comparison to the structured and unstructured P2P network, a hybrid P2P network has
better performance. It provides centralisation, which is required for specific queries while providing

the benefits of a decentralised network.




Role of Peer-to-peer (P2P) in Blockchain

P2P networking architecture is a fundamental element in blockchain technology, as it allows

cryptocurrencies (e.g. Bitcoin network) to be transferred globally without any intermediary,

middleman or central server. The creator of Bitcoin, Satoshi Nakamoto, referred to it as a “peer-to-

peer electronic cash system” which was created with the aim of having a P2P digital form of money.

Blockchain leverages the P2P network technology to provide a decentralised ledger for one

or more digital assets. In this decentralised P2P network, all the nodes or computers are connected

to one another in some way. A complete copy of the ledger is maintained by each node and is

compared to other nodes to ensure the accuracy of data. This is the opposite of a bank, where

transactions are privately stored and can only be managed by the bank.

Benefits of P2P networks

Low cost

In a P2P network, every node acts as a server, and there is no central server. This saves the cost
of buying an expensive server, making it a cost-effective network.

Scalable

Bottlenecks faced in a centralised server model, when the number of clients increases, are
eliminated in a P2P network as each node can be a server. The P2P network is designed to be
scalable, as an increase in the number of clients results in an equal increase in the number of
Servers.

Resilient

Compared to centralised networks, a P2P network is more resilient to failure as the loss of a
single node does not bring down the entire network.

Drawbacks of P2P networks

Slow performance

Every node or computer in the P2P network is accessed by other nodes, slowing down the user’s
performance.

Data is vulnerable

The absence of a central server sometimes makes this network hard to manage, as controlling or
monitoring illegal or prohibited activity is difficult. No central authority manages operations, so
data becomes vulnerable to malware attacks.

High computational power




A huge amount of computing power is required for P2P networks since each node acts as both
the client and the server.

CHAPTER 4:
CRYPTOGRAPHY

One of the important questions that always comes to our mind is How blockchain is secure?

and What makes blockchain secure? Blockchain security is built on two concepts Cryptography and
Hashing. This article focuses on discussing these two important concepts in detail.
Cryptography in Blockchain

Cryptography is a method of securing data from unauthorized access. In the blockchain,
cryptography is used to secure transactions taking place between two nodes in a blockchain network.
As discussed above, in a blockchain there are two main concepts cryptography and hashing.
Cryptography is used to encrypt messages in a P2P network and hashing is used to secure the block
information and the link blocks in a blockchain.

Cryptography primarily focuses on ensuring the security of participants, transactions, and
safeguards against double-spending. It helps in securing different transactions on the blockchain
network. It ensures that only the individuals for whom the transaction data is intended can obtain,
read and process the transaction.

Role of Cryptography in Blockchain
Blockchain is developed with a range of different cryptography concepts. The development of

cryptography technology promotes restrictions for the further development of blockchain.
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o In the blockchain, cryptography is mainly used to protect user privacy and transaction
information and ensure data consistency.

« The core technologies of cryptography include symmetric encryption and asymmetric
encryption.

« Asymmetric cryptography uses digital signatures for verification purposes, every transaction
recorded to the block is signed by the sender by digital signature and ensures that the data is not
corrupted.

Cryptography plays a key role in keeping the public network secure, so making it fit to maintain the

integrity and security of blockchain.

Cryptography

Cryptography is a technique or a set of protocols that secure information from any third party during

a process of communication. It is also made up of two Greek terms, Kryptos term meaning “hidden”

and Graphein, a term meaning “to write”. Some terminologies related to Cryptography:

« Encryption: Conversion of normal text to a random sequence of bits.

« Key: Some amount of information is required to get the information of the cryptographic
algorithm.

« Decryption: The inverse process of encryption, conversion of a Random sequence of bits to
plaintext.

« Cipher: The mathematical function, i.e. a cryptographic algorithm which is used to convert
plaintext to ciphertext(Random sequence of bits).

Types of Cryptography

The two types of cryptography are:

o Symmetric-key cryptography.

« Asymmetric-key cryptography.

Let’s discuss each of these topics in detail.

1. Symmetric-key Encryption: It focuses on a similar key for encryption as well as decryption.

Most importantly, the symmetric key encryption method is also applicable to secure website
connections or encryption of data. It is also referred to as secret-key cryptography. The only problem
is that the sender and receiver exchange keys in a secure manner. The popular symmetric-key
cryptography system is Data Encryption System(DES). The cryptographic algorithm utilizes the key
in a cipher to encrypt the data and the data must be accessed. A person entrusted with the secret key

can decrypt the data. Examples: AES, DES, etc.
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Features:
« Itisalso known as Secret key cryptography.
« Both parties have the same key to keeping secrets.
« Itis suited for bulk encryptions.

« It requires less computational power and faster transfer.

Secret key
KN Z s 12ne......... XYZ.........
................................. Encryption Decryption
Plain Text Cipher Text Plain Text
Symmetric Cryptography

2. Asymmetric-key Encryption: This cryptographic method uses different keys for the encryption

and decryption process. This encryption method uses public and private key methods. This public
key method help completely unknown parties to share information between them like email id.
private key helps to decrypt the messages and it also helps in the verification of the digital signature.
The mathematical relation between the keys is that the private key cannot be derived from the public
key, but the public key can be derived from the private key. Example: ECC,DSS etc.
Features:

« ltis also known as Public-key cryptography.

 Itis often used for sharing secret keys of symmetric cryptography.

« ltrequires a long processing time for execution.

« Plays a significant role in website server authenticity.
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Asymmetric key

Encryption Decryption

Public Key Private Key‘::'

Plain Text Cipher Text Plain Text

Asymmetric Cryptography

CHAPTER 5:
CONCEPT OF CRYPTOCURRENCY

Plaintext: This is the original intelligible message or data that is fed into the algorithm as input.

m Encryption algorithm: The encryption algorithm performs various substitutions and

transformations on the plaintext.




Private Key Encryption (Symmetric)
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How Cryptography works?

m Secret key: The secret key is also input to the encryption algorithm. The key is a value independent
of the plaintext and of the algorithm. The algorithm will produce a different output depending on the
specific key being used at the time. The exact substitutions and transformations performed by the
algorithm depend on the key.

m Ciphertext: Ciphertext is the scrambled message produced as output. It depends on the plaintext
and the secret key. For a given message, two different keys will produce two different ciphertexts.
The ciphertext is an apparently random stream of data and, as it stands, is unintelligible.

m Decryption algorithm: This is essentially the encryption algorithm run in reverse. It takes the

ciphertext and the secret key and produces the original plaintext.

CHAPTER 6:
BITCOIN

What is Bitcoin?
There are a number of currencies in this world used for trading amenities. Rupee, Dollar, Pound

Euro, and Yen are some of them. These are printed currencies and coins and you might be having




one of these in your wallet. But bitcoin is a currency you cannot touch, you cannot see but you can
efficiently use it to trade amenities. It is an electronically stored currency. It can be stored in your

mobiles, computers, or any  storage media as a  virtual currency.

Bitcoin is an innovative digital payment system. It is an example of a cryptocurrency and the next

big thing in finance.
e |t is a virtual currency designed to act as money and outside the control of any person or
group thus eliminating the need for third-party in financial transactions.

e |tisused as a reward for the miners in bitcoin mining.

e It can be purchased on several exchanges.

There are 3 ways you can get a bitcoin in your electronic storage:

1. Trade Money for Bitcoin: Say that the value of a bitcoin is 1 lakh rupees, so if you want a bitcoin,
you can trade a bitcoin in place of 1 lakh rupees. This Bitcoin will further be stored in your
electronic storage media which you can further use.

2.Trade Goods for Bitcoin: Say that the value of a bitcoin is 1 lakh rupees and you have a
commodity that has its value as 1 lakh rupees, so you can trade that commaodity in place of a bitcoin,
and the bitcoin will be stored in your electronic storage media.

3.Mine Bitcoins: Other than trading, you can also mine bitcoins. Since it is a decentralized currency,
there is no authority that brings bitcoins into the market. Bitcoins only come into the market by
mining them.

BRIEF HISTORY:

“Satoshi Nakamoto” is presumed to be the pen name for the person or people who designed the

original bitcoin. Bitcoin was first introduced in the year 2009 as a medium of exchange. Bitcoin then

started as a peer-to-peer network to generate a system for electronic transactions. Since then, there
has been a rapid growth in the usage as well as the value of bitcoin which is a popular system of
digital currency.

Features:

« Distributed: All bitcoin transactions are recorded in a public ledger known as the blockchain.

There are nodes in the network that maintain copies of the ledger and contribute to the correct
propagation of the transactions following the rules of the protocols making it impossible for the

network to suffer downtime.
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Decentralized: There is no third party or no CEO who controls the bitcoin network. The network
consists of willing participants who agree to the rules of a protocol and changes to the protocol
are done by the consensus of its users. This makes bitcoin a quasi-political system.
Transparent: The addition of new transactions to the blockchain ledger and the state of the
bitcoin network is arrived upon by consensus in a transparent manner according to the rules of the
protocol.

Peer-to-peer: In Bitcoin transactions, the payments go straight from one party to another party
so there is no need for any third party to act as an intermediary.

Censorship resistant: As bitcoin transactions are pseudo-anonymous and users possess the keys
to their bitcoin holdings, so it is difficult for the authorities to ban users from using their assets.
This provides economic freedom to the users.

Public: All bitcoin transactions are available publicly for everyone to see. All the transactions are
recorded, which eliminates the possibility of fraudulent transactions.

Permissionless: Bitcoin is completely open access and ready to use for everyone, there are no
complicated rules of entry. Any transaction that follows the set algorithm will be processed with
certainty.

Pseudo-anonymous: Bitcoin transactions are tied to addresses that take the form of randomly

generated alphanumeric strings.

Value of Bitcoin

A normal piece of paper and a currency note is physically the same but the value of the note is

decided by an authority or a centralized government. But Bitcoin is a currency that does not have

any centralized government or authority to control and decide its value. It is a decentralized digital

currency.

As of now, the value of 1 bitcoin is 23,54,953.68 Indian Rupees but this value fluctuates as there
is no centralized authority to control it.

In December 2011, the value of a Bitcoin was estimated to be 2 US dollars, in December 2013,
it went up to about 1000 US dollars.

How Do Bitcoin Transactions Work?

Bitcoin transactions are digitally signed for security. Everyone on the network gets to know about a

transaction. Anyone can create a bitcoin wallet by downloading the bitcoin program. Each bitcoin

wallet has two things:
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Public key: It is like an address or an account number via which any user or account can receive
bitcoins.

Private key: It is like a digital signature via which anyone can send bitcoins.

The public key can be shared with anyone but the private key must be held by the owner. If the
private key gets hacked or stolen then bitcoin gets lost.

A bitcoin transaction contains three pieces of information:

Private key: The first part contains the bitcoin wallet address of the sender i.e. the private key.
Amount of bitcoin to be transferred: The second part contains the amount that has been sent.
Public key: The third part contains the bitcoin wallet address of the recipient i.e. the public key.
Bitcoin transactions are verified by the nodes on the network. Once the transaction is verified
and executed successfully, the transaction is recorded in a distributed public ledger called a
blockchain. A bitcoin can also be considered as an invisible currency with only the transaction

records between different addresses.

How Do Bitcoins Come into Market?

Bitcoins are a decentralized currency, they aren’t printed, like rupees, they’re produced by people,

and big companies, running computers all around the world, using software that solves mathematical

problems.

Bitcoins are mined using the computing power of the distributed network. This network also
processes transactions made using Bitcoin.

Bitcoins are mined on the basis of computing power, so they take time to be generated.

To keep it valuable, it has been stated that only 21 million bitcoins can be created by miners. By
the year 2140, all the bitcoins will be created.

Around the world, thousands of computers with very high computing power are processing
transactions and securing the network by solving complex mathematical calculations and

collecting new bitcoins in exchange.

How Does Bitcoin Mining Work?

In the Bitcoin network, there are nodes that use the computing power of their CPU to process the

transactions. The following are the steps followed while mining a bitcoin:

The user initiates the bitcoin transaction by listing the details like the number of bitcoins to be
sent, and the public address, and affixing the private key to generate a digital signature. The

encrypted information to the miners present on the network.




« The miners will verify the transaction to check whether there is sufficient balance to carry out
the transaction.

o The faster the CPU of a miner, the greater the chances for the miner to get rewarded for
verifying the transaction. The miner’s job is only to provide the CPU, there is no manual
intervention from the miner. The bitcoin program will run automatically on the system.

o Once the transaction is verified, the number of transactions is broadcasted to the network of
miners who can copy or download the block.

« These blocks through timestamps are stored in sequential order to form a blockchain.

« Each miner in the network must have an updated copy of the blockchain ledger in order to earn
bitcoins.

How Do You Buy Bitcoin?

There are three ways to get a bitcoin:

1. Buying: Many marketplaces like Bitcoin exchanges allow users to buy or sell bitcoins using

different currencies. If one does not want to mine a bitcoin, it can be bought using a cryptocurrency

exchange. Most people will not be able to purchase the entire BTC due to its price, so it is possible

to buy portions of BTC on these exchanges in fiat currency like U.S. Dollars. The following steps

can be followed to buy bitcoin outside the online exchanges:

« Each person who joins the bitcoin network is issued a public key and a private key.

« When a person buys a bitcoin or sends/receives it, the person will receive a public key.

« The person can only access the bitcoin using the private key (it has) with the public key (it
received).

2. Mining: People on the bitcoin network compete among themselves to mine bitcoins using

computers to solve complex maths puzzles. This is how bitcoins are created.

3. Transfer: Bitcoin can be transferred from one account to another just like digital cash using

mobile applications or computers.

How is Bitcoin Used?

Below are some of the ways of using bitcoin:

« Payment: Bitcoin is accepted as a mode of payment for goods and services at many merchants,
and retailers. To use bitcoin, wallets are required. cryptocurrency wallets contain private keys

to the bitcoin, which need to be entered while conducting a transaction.




Investing: portfolio: Bitcoin grew in popularity which made Investors and Individuals
interested in investing in the cryptocurrency Bitcoin. Individuals can invest in Bitcoin to help
diversify their portfolio of stocks and bonds.

Benefits of Bitcoin

The following are some of the advantages of using bitcoins:

User anonymity: Bitcoin users can have multiple public keys and are identified by numerical
codes. This ensures that the transactions cannot be traced back to the user. Even if the wallet
address becomes public, the user can generate a new wallet address to keep information safe.
Transparency: Bitcoin transactions are recorded on the public ledger blockchain. The
transactions are permanently viewable, which gives transparency to the system but they are
secure and fraud-resistant at the same time due to blockchain technology.

Accessibility: Bitcoin is a very versatile and accessible currency. It takes a few minutes to
transfer bitcoins to another user, so it can be used to buy goods and services from a variety of
places accepting bitcoins. This makes spending bitcoin easy in another country with little or no
fees applied.

Independence from central authority: Bitcoin is a decentralized currency, which means there
Is no dependence on any single governing authority for verifying transactions. This means that
the authorities are not likely to freeze or demand back the bitcoins.

Low transaction fees: Standard wire transfers involve transaction fees and exchange costs.
Since bitcoin transactions do not involve any government authority so the transaction fees are
very low compared to bank transfers.

Drawbacks of Bitcoin

The following are some of the cons of using bitcoin:

Volatility: There are various factors that contribute to the bitcoin’s volatility like uncertainty
about its future value, security breaches, headline-making news, and one of the most important
reasons is the scarcity of bitcoins. It is known that there is a limit of 21 million bitcoins that
could ever exist which is why some regard bitcoin as a scarce resource. This scarcity makes
bitcoin’s price variable.

No government regulations: Unlike the investments that are done through central banks,
bitcoins transactions are not regulated by any central authority due to a decentralized
framework. This means that bitcoin’s transactions don’t come with legal protection and are

irreversible which makes them susceptible to crimes.




No buyer protection: If the goods are bought using bitcoins and the seller does not send the
promised goods then nothing can be done to reverse the transactions and since there is no
central authority so no legal protection can be provided in this case.

Not widely accepted: Bitcoins are still only accepted by a small group of online merchants.
This makes it unfeasible to rely completely on bitcoin as a currency and replace it with
traditional bank transactions.

Irreversible: There is a lack of security in bitcoin transactions due to the anonymous and non-
regulated nature of the bitcoin transactions. If the wrong amount is sent or the amount is sent

to the wrong recipient, then nothing can be done to reverse the transactions.




CHAPTER 7:
APPLICATIONS OF BLOCKCHAIN

A blockchain is actually a digital ledger of transactions that is copied and distributed across the

network of computer systems. Each of the blocks generated after every transaction holds various

information about the transaction and gets itself updated in every participant’s ledger which once

written cannot be changed. Every participant in the chain of transactions is a vital part of the

network.

In simple terms, it is distributed database that everyone can get a copy of. Every person with a copy

can add new records to this database but cannot change any record that’s already in there. So, how

can it be used? Let us start with the most obvious and most popular applications of blockchain and
that is:

Cryptocurrencies: A cryptocurrency is a digital currency, basically designed to be used as a
medium of exchange wherein each coin ownership record is stored in a decentralized ledger.
Cryptocurrencies use ‘decentralized control’, which suggests that they are not controlled by one
person or government. When Bitcoin launched in 2008, it allowed people to directly transact with
each other without having to trust third parties like banks. Since then 4000 different
cryptocurrencies have been created. Some examples are Bitcoin, Ethereum, Dogecoin, Fantom,
etc. The blockchain is the technology behind cryptos where all the exchange or transaction
information is stored which cannot be hacked or changed and a copy of the ledger is distributed
among all the participants of the network. It records every single transaction. Each and every
person can buy/sell or deal in cryptos and be a part of the network. Nowadays, several financial
applications provide a user with the luxury of doing so.

Cars: Let us see how can blockchain be used in cars. Ever heard of odometer fraud? By
tampering with the odometer, someone can make a car appear to be newer and less worn out,
resulting in customers paying more than what the car is actually worth. The government tries to
encounter by collecting the mileage of cars when they get a safety inspection, but that’s not
enough. So, instead, we could replace regular odometers with smart ones that are connected to
the internet and frequently write the car’s mileage to the blockchain. This would create a secure
and digital certificate for every car. And because we use a blockchain, nobody can tamper with

the data/information, and everyone can look up a vehicle’s history to ensure it’s correct. In fact,




this has already been developed used by Bosch’s IoT lab and they are currently testing it on a
fleet of 100 cars in Germany and Switzerland.

Legal Documents: So, blockchains are great at keeping a good track of data over time. So,
besides odometers, you can keep track of things like intellectual property or patents or it can even
function as a notary. A notary is someone (for example the Central Government) who can confirm
and verify signatures on legal documents. But we can just as well use blockchain for it. The
online website stampd.io as an example, allows you to feature the documents to the Bitcoin or
Ethereum Blockchain. Once, a document has been added you can always prove that you simply
created a document at a particular point of time very similar to a notary, although right now
blockchains are not on the same level as notaries in a legal perspective.

Digital VVoting: Another interesting application is digital voting. Right now voting happens either
on paper or EVM (electronic voting machines) which are special computers running proprietary
software. Voting on paper costs a lot of money and wastage and electronic voting has security
issues. In recent years we have seen countries move away from digital voting and adopting paper
again because they fear that electronic votes can be tampered with and influenced by hackers. In
our country as well, we have seen politicians fight over “EVM hack” things. But, in place of
paper ballots or EVMs, we could use blockchains to cast and store votes. Such a system would
be very transparent and everyone could verify the voting count for themselves and it would make
tampering with it very difficult. The Swiss company Agora is already working on such a system
and it is going to be completely open-source. But there are many challenges. First, you have to
be able to verify voters without compromising their privacy. Secondly, if you allow people to
vote with their own computers or phones, you have to take care of the situation that those devices
might be infected with malware designed to tamper with the voting process. And a final example:
a system like this also has to be able to withstand denial-of-service attacks that could render the
whole thing unusable. Definitely, a very tough nut to crack but if it becomes reality it could make
for a more transparent and practical voting system.

Food and Medical Industry: They could use blockchain technology to track their food products
from the moment they are harvested or made, to when they end up in the hands of the customers.
See, every year almost half a million people die because of food-borne diseases and that’s partly
because it takes too long to isolate the food that is causing harm. Blockchains could help us to
create a digital certificate for each package of food, proving where it came from and where it has

been. So, if contamination has been detected i.e. the manufacturer wants to revert a batch of food




because of certain quality issues, we can trace it back to its root and instantly notify other people
who bought the same batch of bad food. Walmart and IBM are the two big giants currently
working on such a system. It allowed them to trace the origin of a box of mangoes in just 2
seconds, compared to days or even weeks with a traditional system. A system like this could be
applied to other similar industries as well. We could use it to track medicines, and other regular
products and battle counterfeit goods by allowing anyone (the officials in general) to verify
whether or not the product comes from the original and authentic manufacturer.

Logistics and Supply-chain: Another idea would be to track packages and shipments using
blockchain. That is something that IBM and container shipping giant Maersk Line are working
on a decentralized ledger to help with making the global trade of goods more efficient. Many
hackathons on blockchain have this topic for college students to build the project. It is still in the
development phase and companies are trying to come up with such a system to track their
package pinpoint.

Smart Contracts: So far, we have looked at ways blockchains can be used to keep track of
information and verify its integrity. But blockchains are even more powerful when we use them
as smart contracts as one of its applications. These contracts live on the blockchain and can
perform actions when various conditions are met. Insurance companies could use smart contracts
to validate claims and keep a record of all the people who are buying insurance and paying their
premiums on time so as to continue the terms of the policy. Or they could allow us to only pay
for car insurance when we are driving. But it goes even further, with smart contracts we can our
own data on a blockchain. In the same fashion, you could store your personal identity there and
choose what data you want to reveal.

Original Content Creation and Royalties tracking: Think about collecting royalties for artists.
A beautiful idea for the use case would be streaming platforms could set up two smart contracts:
one where users send a monthly subscription to and one that keeps track of what song or video a
particular user is consuming and how many times the song has been played or a video being
watched. At the end of each month, the smart contract that holds the subscription fee can
automatically distribute the money to artists, based o how many times their songs have been
played. People can have smart contracts for their content and have proof that they were the
creators and no other. Mediachain is one of the companies working in the music industry using
blockchain and smart contracts. Similarly, smart contracts can be used in other places as well,

some of them are;




Blockchain technology can be used in so many different ways and we are still discovering and
finding other ways out. This list is just a brief of what things are happening around this space.
Similarly, other applications are:

Real Estate: Propy, a California-based company is using blockchain as a title registry system for
property ownership with distributed and decentralized systems.

loT Devices: Filament, a Nevada-based company, creates lIoT microchip hardware and software
that lets the connected devices run on blockchain technology. The product’s encrypted and
secured ledger data distribute information to other blockchain-connected devices and allow
monetization of machines based on the usage of time stamps and others. A cybersecurity
company, HYPR, is using this technology to secure 10T devices with a decentralized credential
system. By taking passwords away from a centralized system to make devices even more secure
and unhackable.

Documents: Many countries are adopting blockchain technology to store their data and people’s
data, this way they are bringing transparency and security to the documents like birth certificates,
social security numbers, and voter registration cards, and much more.

Non-Fungible Tokens (NFTs): These are the new trend in the world after crypto-currencies
survive upon blockchain technology. The year 2020-2021 gave rise to digital items at par. NFTs
are also digital items that include videos, photos, arts, GIFs, and other media that are sold over
blockchain such that the owner of the media created can claim his/her full rights. The Nyan cat
meme that was a trend in 2011, that GIF was sold for $600,000.

Gambling: The gambling industry can use blockchain to provide several benefits to players.
With the help of the blockchain there is a transparency between the potential gamblers. The
transaction is recorded in the blockchain network; game could be played fairly.

Big Data: Every computer in the network is trying to verify the information stored in it, making

blockchain an excellent tool for storing data with its immutable nature.
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What is Blocks?

What is a Blockchain Technology?

Uses of Blockchain Technology?

Advantages and Disadvantages Blockchain Technology?

Draw a simple diagram for History of Blockchain Technology?
Define Decentralized system?

Working of Decentralization?

List out benefits of Decentralization?

What is meaning of peer to peer Network?

10. Types of peer to peer Network?
11.What is Cryptography?
12. Types of Cryptography?

13. How to work Cryptography?
14.What is Bitcoin?
15. List out History of Bitcoin?

16. Application of Blockchain Technology?
16 MARK QUESTIONS:

1.

Brief explain history of blockchain technology?

2. Discuss details about peer-to-peer network?

3. Define cryptography. explain details about cryptography.
4.
5

Explain concept of cryptography?

. Define bitcoin.

a) History of bitcoin
b) Uses of bitcoin
c) Drawbacks of bitcoin

Explain detail about application of blockchain technology?







UNIT 11

BLOCKCHAIN ARCHITECTURE

CHAPTER 1
INTRODUCTION
COMPONENTS OF BLOCKCHAIN

Blockchain is a distributed ledger where data can be stored securely such that any
alteration in the data is not possible. In other words, we can also define it as a decentralized
computation and information sharing platform that enables multiple authoritative domains, who
coordinate in a rational decision-making process. Here, decentralized/ distributed term means that

all nodes have equal priority, and they share their resources among themselves.

As per the name ‘Blockchain®, it itself suggests that information (i.e transactions) will be
stored in the form of blocks. Every node can see the block, but they can’t tamper with them. If a
block value is tampered the hash value associated with that block changes and that block will be
disconnected from the network. On an average of 12.6 seconds, every node in the blockchain
network gets the most updated blockchain. The technology behind Bitcoins is the Blockchain

Network. Following are the components of a Blockchain network —

Node
Ledger
Wallet
Nonce
Hash
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1. Node -
It is of two types — Full Node and Partial Node.

o Full Node —
It maintains a full copy of all the transactions. It has the capacity to validate, accept

and reject the transactions.
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« Partial Node —
It is also called a Lightweight Node because it doesn’t maintain the whole copy of
the blockchain ledger. It maintains only the hash value of the transaction. The whole
transaction is accessed using this hash value only. These nodes have low storage and

low computational power.

2. Ledger —
It is a digital database of information. Here, we have used the term ‘digital’ because the
currency exchanged between different nodes is digital i.e cryptocurrency. There are three

types of ledger. They are —

1. Public Ledger —
It is open and transparent to all. Anyone in the blockchain network can read or write
something.

2. Distributed Ledger —
In this ledger, all nodes have a local copy of the database. Here, a group of nodes
collectively execute the job i.e verify transactions, add blocks in the blockchain.

3. Decentralized Ledger —
In this ledger, no one node or group of nodes has a central control. Every node

participates in the execution of the job.

3. Wallet -

It is a digital wallet that allows user to store their cryptocurrency. Every node in the
blockchain network has a Wallet. Privacy of a wallet in a blockchain network is maintained
using public and private key pairs. In a wallet, there is no need for currency conversion as
the currency in the wallet is universally acceptable. Cryptocurrency wallets are mainly of

two types —

1. Hot Wallet —
These wallets are used for online day-to-day transactions connected to the internet.
Hackers can attack this wallet as it is connected to the internet. Hot wallets are

further classified into two types —




a. Online/ Web wallets —

These wallets run on the cloud platform. Examples — MyEther Wallet, MetaMask
Wallet.

b. Software wallets —

It consists of desktop wallets and mobile wallets. Desktop wallets can be downloaded
on a desktop and the user has full control of the wallet. An example of a desktop
wallet is Electrum.

c. Mobile wallets —

They are designed to operate on smartphone devices. Example — mycelium.

2. Cold Wallet -
These wallets are not connected to the internet. It is very safe and hackers cannot
attack it. These wallets are purchased by the user. Example — Paper wallet, hardware
wallet.
a. Paper wallet —
They are offline wallets in which a piece of paper is used that contains the crypto
address. The private key is printed in QR code format. QR code is scanned for
cryptocurrency transactions.
b. Hardware wallet —
It is a physical electronic device that uses a random number generator that is

associated with the wallet.
The focus of wallets is on these three things —

1. Privacy
2. Transactions should be secure

3. Easyto use

Privacy of a wallet is maintained using public and private key pairs. Transactions are made

secure as a private key is used both to send fund and to open the encrypted message.




4. Nonce —

A nonce is an abbreviation for “number only used once,” which is a number added to a
hashed or encrypted block in a blockchain. It is the 32-bit number generated randomly only
one time that assists to create a new block or validate a transaction. It is used to make the

transaction more secure.

It is hard to select the number which can be used as the nonce. It requires a vital amount of
trial-and-error. First, a miner guesses a nonce. Then, it appends the guessed nonce to the
hash of the current header. After that, it rehashes the value and compares this to the target
hash. Now it checks that whether the resulting hash value meets the requirements or not. If
all the conditions are met, it means that the miner has created an answer and is granted the
block.

5. Hash -
The data is mapped to a fixed size using hashing. It plays a very important role in
cryptography. In a blockchain network hash value of one transaction is the input of another

transaction. Properties of the hash function are as follows —

o Collision resistant
« Hiding

o Puzzle friendliness




CHAPTER 2

THE STRUCTURE OF BLOCK
Every block in Ethereum consists of 2 main parts:

1. Header
2. Body
s
Header

An Ethereum block header contains several fields that provide information about the
block, miner, and current state of the network including:

1. Parent Block’s hash: The parent block’s hash, also known as the “previous block
hash,” is a reference to the hash of the previous block in the blockchain. It is included in
the header of each block in the Ethereum blockchain and is used to link blocks together
in a chain. This creates a tamper-evident and transparent way to verify the integrity of the
entire blockchain.

2. Uncle Hash: An Uncle Hash is a reference to the hash of a block that is not included

in the main blockchain but is still considered valid. In Ethereum, when a miner finds a




new block, other miners may also be working on finding a new block at the same time.
If two miners find a new block at the same time, the one whose block gets added to the
main blockchain first i1s called the “main block™, while the other is called an “uncle
block™.

« The Uncle Hash is included in the header of the main block and is a reference to
the hash of the uncle block. Uncle blocks are rewarded with a smaller amount of
Ether than main blocks, as a way to incentivize miners to continue to mine even if
their blocks do not make it into the main blockchain.

o By including the Uncle Hash in the block header, Ethereum allows for the
recognition of work done by miners even if the block is not included in the main
chain, and also helps to promote network security.

3. State Root: The state root is a reference to the root of the state trie in the Ethereum
blockchain. The state trie is a data structure that stores the current state of the Ethereum
network, including the balance of all accounts, the storage of all contracts, and the nonce
of all accounts. The state trie is a modified version of the Merkle trie, a data structure that
allows for efficient verification of the contents of the trie.

o The state root is included in the header of each block in the Ethereum blockchain.
It is a 32-byte hash that serves as a summary of the entire state trie at a specific
point in time. This allows the entire state of the Ethereum network to be verified
by only looking at the state root in the block header, rather than having to
download and verify the entire state trie.

« By including the state root in the block header, Ethereum allows for a compact
way to verify the integrity of the state of the network and allows for a more
efficient way to sync a node with the Ethereum network.

4. Transaction root: The transaction root is a reference to the root of the transaction trie
in the Ethereum blockchain. The transaction trie is a data structure that stores all the
transactions included in a block. The trie allows for efficient verification of the contents
of the transactions in a block.

o The transaction root is included in the header of each block in the Ethereum
blockchain. It is a 32-byte hash that serves as a summary of all the transactions in

the block. This allows the entire transactions in a block to be verified by only




looking at the transaction root in the block header, rather than having to download
and verify the entire transaction trie.

« By including the transaction root in the block header, Ethereum allows for a
compact way to verify the integrity of the transaction in a block and allows for a
more efficient way to sync a node with the Ethereum network. This ensures that
the transactions in the block are valid and authorized.

5. Receipt root: The receipts root is a reference to the root of the receipt trie in the
Ethereum blockchain. The receipt trie is a data structure that stores the receipts of the
transactions included in a block. The receipt for a transaction contains information about
the outcome of the transaction, such as whether it was successful, the amount of gas used,
and the contract address if the transaction created a new contract.

o The receipts root is included in the header of each block in the Ethereum
blockchain. It is a 32-byte hash that serves as a summary of the receipts of all the
transactions in the block. This allows the entire receipts of the transactions in a
block to be verified by only looking at the receipt root in the block header, rather
than having to download and verify the entire receipt trie.

« By including the receipts root in the block header, Ethereum allows for a compact
way to verify the outcome of the transactions in a block and allows for a more
efficient way to sync a node with the Ethereum network. This ensures that the
receipts in the block are valid and authorized.

6. Logs bloom: The logs bloom is a filter that is included in the header of each block in
the Ethereum blockchain. It is used to efficiently check if a log event from a contract
execution is included in the block. A log event is a record of an event that occurred during
the execution of a smart contract, such as a transfer of funds or a change in the state of
the contract.

« The logs bloom is a bit array that is constructed by taking the hashes of the log
topics and setting the corresponding bits in the array. The log topics are the
indexed data, such as the address of the contract that emitted the event and the
event signature. The bloom filter allows for quick checking of whether a log event

Is included in a block, without the need to scan through all the logs in the block.




« By including the logs bloom in the block header, Ethereum allows for efficient
searching of logs events without having to scan through all the logs in the block.
This makes it easy to look up events and improves the performance of searching.

7. Difficulty: The difficulty in the Ethereum block header refers to the difficulty level of
the proof-of-work algorithm that is used to validate new blocks in the Ethereum
blockchain. The difficulty level is a measure of how hard it is to find a valid block, and
it is adjusted dynamically based on the current state of the network.

« The difficulty is a value that is adjusted to control the rate at which new blocks are
added to the Ethereum blockchain. The goal is to maintain a consistent block time
of around 15 seconds. If the block time is too fast, the difficulty is increased,
making it harder to find new blocks, and if the block time is too slow, the difficulty
Is decreased, making it easier to find new blocks.

o The difficulty is encoded in the block header and is a 256-bit value, which
represents a very large number. Miners use this value to adjust their mining
difficulty in order to find a new block.

o By including the difficulty in the block header, Ethereum allows the network to
automatically adjust the mining difficulty to maintain a consistent block time and
to ensure that the blockchain remains secure and efficient.

8. Number: The number of blocks, also known as the block number, is included in the
header of each block in the Ethereum blockchain. It is a scalar value that represents the
position of the block in the blockchain. The first block in the Ethereum blockchain, also
known as the Genesis block, has a block number of 0.

o The block number is a monotonically increasing value, which means that it
increases with every new block that is added to the blockchain. It is used to identify
and reference specific blocks in the Ethereum blockchain and to determine the
current state of the blockchain.

o By including the block number in the header, Ethereum allows for easy
referencing and identification of specific blocks in the blockchain, and it allows
for determining the current state of the blockchain. This helps to ensure that the

blockchain remains secure and efficient.




9. Gas limit: The gas limit in the Ethereum block header is a scalar value that represents

the maximum amount of gas that can be used by the transactions in a block. Gas is the

internal pricing mechanism used in Ethereum to pay for the computation of smart

contracts and transactions on the Ethereum network.

Each transaction and smart contract execution requires a certain amount of gas,
and the total gas used in a block is limited by the gas limit. The gas limit is set by
the miner who creates the block, and it is included in the block header.

The gas limit is used to prevent a situation where the network becomes
overwhelmed by too many transactions, causing delays and increased fees. By
including the gas limit in the block header, Ethereum allows for a mechanism to
control the rate at which new transactions are processed and to ensure that the
network remains secure and efficient.

The gas limit can be adjusted by the miner who mines the block, and it can be
changed based on the current state of the network. The Ethereum protocol also has
a mechanism called block gas limit, which is a dynamic algorithm that adjusts the

gas limit based on the gas usage of recent blocks.

10. Gas limit: The gas used in an Ethereum block header refers to the total amount of

gas that was consumed by all the transactions included in the block. Gas is the internal

pricing mechanism used in Ethereum to pay for the computation of smart contracts and

transactions on the Ethereum network.

Each transaction and smart contract execution requires a certain amount of gas,
and the total gas used in a block is limited by the gas limit. The gas used is included
in the block header, and it is a scalar value that represents the total amount of gas
consumed by all the transactions included in the block.

The gas used is an important metric because it helps to determine the state of the
network. If the gas used is approaching the gas limit, it may indicate that the
network is congested and that transactions are taking longer to be processed.

By including the gas used in the block header, Ethereum allows for a mechanism
to track the total amount of gas consumed by the transactions in a block and to

ensure that the network remains secure and efficient. This information can be used




to monitor network usage and to make decisions about adjustments to the gas limit

or other network parameters.

11. Timestamp: The timestamp in an Ethereum block header is a scalar value that

represents the time at which the block was mined. It is a Unix timestamp, which is the

number of seconds that have elapsed since January 1, 1970, at 00:00:00 UTC.

The timestamp is included in the block header, and it is used to order the blocks
in the Ethereum blockchain. The timestamp is set by the miner who mines the
block, and it is a consensus value, meaning that all nodes in the network should
have the same value for the timestamp.

The timestamp is an important value because it helps to ensure that the blockchain
Is chronological and that blocks are added in the correct order. It also helps to
prevent the possibility of a miner creating multiple blocks at the same time, which
would lead to a fork in the blockchain.

By including the timestamp in the block header, Ethereum allows for a mechanism
to order the blocks in the blockchain and to ensure that the blockchain remains
secure and efficient. This information can be used to monitor network usage and
to make decisions about adjustments to the block time or other network

parameters.

12. Extra data: The extra data field in an Ethereum block header, also known as the

“extra data” or “extra field,” is a 32-byte field that can be used to include additional data

in the block header. The extra data field is not used by the Ethereum protocol for any

specific purpose and is intended for use by miners or other users of the network. It can be

used to include a message, signature, or other data that may be useful for the miner or

other users of the network.

The extra data field is not used by the Ethereum protocol for any specific purpose,
and it is not included in the consensus rules, which means that the nodes in the
network do not need to validate the contents of the extra data field. Miners can put
whatever they want in this field, usually, it’s used to put a message, or sometimes
it’s used to put a miner’s address.

The extra data field is an optional field, and its usage is not required. Miners can

choose to leave it empty or to include any data they wish in it. The extra data field




Is included in the block header, and it is a 32-byte value that can be used to include
additional data in the block header.

« By including the extra data field in the block header, Ethereum allows for a
mechanism to include additional information in the block header that may be
useful for miners or other users of the network. This information can be used for
various purposes such as adding a message, signature, or other data that may be
useful for the miner or other users of the network.

Body

The body of an Ethereum block, also known as the “block payload” or “block data,” is a
collection of data that contains all the information necessary to execute the transactions
included in the block. The main components of the block body are the list of transactions
and the list of uncles (stale blocks).

o The list of transactions in the block body contains all the transactions that were
included in the block. Each transaction includes information such as the sender’s
address, the recipient’s address, the amount of Ether to be transferred, and the
amount of gas to be consumed.

« The list of uncles in the block body contains all the stale blocks that were included
in the block. These stale blocks are included in the block as a reward for the miner
who mined them, even though they were not included in the main blockchain.

« The body of the block is not included in the header of the block and is not used for
the consensus mechanism but is crucial for the execution of the block’s
transactions and for the update of the state trie. The block body contains the
information necessary to execute the transactions included in the block, and it is
used to update the state of the Ethereum network.

« By including the body of the block, Ethereum allows for a mechanism to include
all the information necessary to execute the transactions included in the block and
to update the state of the Ethereum network. The body of the block contains the
list of transactions and the list of uncles, which are used to update the state of the

Ethereum network and to reward miners for their work on the network.




CHAPTER 3
BLOCK HEADER

BLOCKCHAIN AND BLOCK HEADER
Blockchain is a database, or broadly distributed database, used mainly for

concurrent transactions and one of the most popular implementations of blockchain is
Bitcoin. Blockchain has several blocks, also called nodes, and all the blocks are managed
with the help of the block header.
Constituents of Block Header are:

1. Timestamp

2. Version

3. Merkle Root

4. Difficulty Target

5. Nonce

6. Previous Hash

Size Field Description

4 bytes | Version A version number to track software/protocol upgrades.

32 Previous  Block | A reference to the hash of the previous (parent) block in

bytes Hash the chain.

32 Merkle Root A hash of the root of the merkle tree of this block’s

bytes transaction.

4 bytes | Timestamp The approximate creation time of the block.

4 bytes | Difficulty Target | The proof of work algorithm difficulty target for this
block

4 bytes | Nounce A counter used for the proof of work algorithm.

Timestamp :

Timestamp in the blockchain is used as proof that the particular block is used at what
instance of a time, also this timestamp is used as a parameter to verify the authenticity of
any block.

Version :

It states the version that the particular block is using, there are three types of Blockchain

version.
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1. Blockchain Version 1.0(cryptocurrency)-It used a public ledger to store the data,
for example, Bitcoin.
2. Blockchain Version 2.0(smart Contract)- It is called smart contracts which is self-
executing programs, for example, Ethereum.
3. Blockchain Version 3.0(DAPPS)- It is used to create a decentralized structure, for
example, tor Browser.
4. Blockchain Version 4.0(Blockchain for Industry)- It is used to create a scalable,
affordable blockchain network such that more people could use it.
Merkle Root :
A Merkle root uses mathematical formulas to check if the data is not corrupted, hacked,
or manipulated. For example, Suppose one block has 10 transactions, then to identify that
block we need 10 transactions to combine and form one Hash Value, so it uses the concept
of the binary tree to create the hash of the block and that value is called the Merkle
Root(Please refer article Introduction to Merkle tree).
Difficulty Target :
It specifies the complexity and the computation power required to mine the network, if
we are having a high difficulty target then it implies that we need more a computationally
expensive machine to mine it. For example, in order to increase the difficulty target
algorithms such as SHA-2, SHA-3. RIPEMD, MD5,BLAKE?2 is used.
Nonce :
It is abbreviated as ‘number only used once’ and it is a number which blockchain miners
are finding and on average, it takes almost 10 times to find out the correct nonce. A nonce
Is a 32-bit number, having the maximum value as 2”*(32) total possible value, so the job
of the bitcoins miners is to find out the correct integer value which is a random integer
between 0 and 2*(32), so it becomes computationally expensive.
Previous Hash :
As Blockchain is a collection of several interconnected nodes also called a block, so
previous hash stores the hashed value of the previous node’s address, First block in the

blockchain is called the Genesis Block and has no previous block hash value.
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CHAPTER 4
GENESIS BLOCK
A blockchain is a decentralized digital tally of deals distributed across different
computer networks. Each block in the chain contains a list of deals and a reference to the
former block, creating a chain of blocks that can be vindicated and traced back to the veritably
first block in the chain, known as the Genesis Block.
What is Genesis Block?
The Genesis Block is the first block in the blockchain and contains unique characteristics
that distinguish it from its posterior blocks. It’s the only block that doesn’t source a former
block, as there are no blocks before it. Rather, the Genesis Block is hard coded into the
blockchain’s protocol as the starting point.
« The creation of the Genesis Block is a pivotal step in the creation of a blockchain,
as it establishes the original state of the network and sets the parameters for
posterior blocks in the chain.
o The creation of the Genesis Block is generally done by the blockchain’s creator or
by the network’s agreement algorithm.
« The Genesis Block frequently contains a special communication or sale that serves
as a timestamp for the creation of the blockchain.
o For illustration, the Genesis Block of the Bitcoin blockchain contains the
communication” The Times 03/ Jan/ 2009 Chancellor on point of an alternate
bailout for banks,” which references a caption from a UK review and serves as a

timestamp for the creation of the blockchain.
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block is defined as the total number of preceding blocks. For Genesis Block, it is

0 because there aren’t any blocks before it.
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2. Previous Hash: A hash is generated through the cryptographic algorithm

combining the Previous block’s transaction meta data. For Genesis Block due to
the absence of preceding block, this field doesn’t contain anything.

Data: A block consists of multiple transaction’s data, and meta data like block
number, timestamp, Merkel tree root etc. For genesis block, this field is hardcoded

to bootstrap the blockchain network.

Features of Genesis Block

The Genesis Block, as the veritably first block in a blockchain, has several unique features

that set it piecemeal from other blocks in the chain. They are some of the crucial features

of the Genesis Block

No Previous Block: The Genesis Block is the first block in a blockchain, which
means that it has no former block to reference. As a result, it generally contains a
hardcoded set of data that initializes the network and sets the foundation for
posterior blocks.

Fixed Block Reward: In numerous blockchain networks, the Genesis Block is the
only block that has a fixed block price. This is because posterior blocks generally
have dwindling block prices, which are designed to incentivize miners to continue
booby-trapping new blocks.

Unique Block Hash: The Genesis Block has a unique block hash that serves as
its identifier in the blockchain. This hash is generally hardcoded into the
blockchain software to ensure that the Genesis Block is honored as the first block
in the chain.

Special Transactions: The Genesis Block may contain special deals that aren’t
set up in posterior blocks. For illustration, the Bitcoin Genesis Block contained a
sale that bedded a communication representing a news composition about
government bailouts for banks.

Historic Significance: The Genesis Block has significant literal and artistic
significance in the blockchain world, as it marks the morning of a new period of
decentralized, peer-to-peer networks. Numerous blockchain geeks and inventors
see the Genesis Block as a symbol of the eventuality of decentralized technologies

to transfigure society.




Why Genesis Block is Needed?
The Genesis Block is a critical element of a blockchain network because it serves as the

foundation for the entire network. Following are the reasons why Genesis Block

mechanism was created in first place :-

Initializing the Network: The Genesis Block is the veritably first block in a
blockchain, and it’s used to initialize the network. It contains a set of hardcoded
data that sets the foundation for posterior blocks, similar to the network’s original
parameters, the first deals, and the cryptographic hash that identifies the block.
Ensuring Consensus: Because the Genesis Block is the first block in a
blockchain, it’s used to establish an agreement among network actors about the
original state of the network. This is important because blockchain networks
calculate on an agreement medium to ensure that all actors agree on the current
state of the network.

Providing a Fixed Starting Point: The Genesis Block provides a fixed starting
point for the blockchain, which ensures that all posterior blocks can be vindicated
and traced back to the veritably first block. This is important for icing the integrity
of the blockchain and precluding fraudulent or vicious exertion.

Setting the Block Price: In numerous blockchain networks, the Genesis Block is
the only block that has a fixed block price. This is important because it incentivizes
miners to start booby-trapping the network and contribute calculating power to
secure the network.

Establishing Historic Significance: The Genesis Block has significant literal and
artistic significance in the blockchain world, as it represents the birth of a new
period of decentralized, peer-to-peer networks. It’s a symbol of the eventuality for
decentralized technologies to transfigure society and produce a more fair and

indifferent fiscal system.

Overall, the Genesis Block is an essential element of a blockchain network, as it sets the

foundation for the entire network and ensures the integrity and security of the blockchain.




How to Verify Genesis Block

Gain the hash of the Genesis Block: You can find the hash of the Genesis Block
on the blockchain discoverer of the network you’re interested in. This hash should
be readily available and easy to find.

Corroborate the hash: Once you have attained the hash of the Genesis Block,
you’ll need to corroborate it. This can be done by comparing the hash you attained
with the hash that’s hardcoded in the software of the network. However, also the
Genesis Block is valid and has not been tampered with, If the two hashes match.
Check the timestamp: The Genesis Block should also have a timestamp that
indicates the exact date and time it was created. You can corroborate the timestamp
by checking it against literal records to ensure that it’s accurate.

Corroborate the deals: Eventually, you should corroborate the deals in the
Genesis Block to ensure that they’re valid. You can do this by checking the
addresses of the sender and receiver to ensure that they’re correct, and by

vindicating the sale amounts to ensure that they’re within the anticipated range.

Significance of Genesis Block

Starting point of the Network: It serves as the foundation and starting point of
every blockchain network.

Contains critical information: It contains critical information that establishes the
original state of the network, similar to difficulty position, network rules, and a
maximum number of coins.

Serves as a reference point: It serves as a reference point for all posterior blocks
in the chain, linking them together in a tamper-apparent way.

Makes blockchain immutable: Any changes made to the Genesis Block would
abate the entire chain, making it impossible to add new blocks or conduct deals on
the network.

Nonfictional significance: The Genesis Block has a nonfictional and cultural
significance, as it marks the birth of the first blockchain network, Bitcoin, and the
morning of a new period of decentralized technology. It paved the way for the

development of other blockchain-grounded operations and cryptocurrencies.




Examples of Genesis Block

The conception of the Genesis Block is set up in numerous popular blockchain networks,

including Bitcoin and Ethereum.

In the case of Bitcoin, the Genesis Block was created by Satoshi Nakamoto, the
creator of the network. The block was booby-trapped on January 3, 2009, and it
contained the communication” The Times 03/ Jan/ 2009 Chancellor on point of an
alternate bailout for banks” as a reference to the fiscal extremity at the time. The
block’s hash 1s
000000000019d6689c085ae165831e934ff763ae46a2a6¢172b3f1b60a8ce26f, and
it set the difficulty position for booby-trapping new blocks at the smallest possible
value.

In Ethereum, the Genesis Block was also created by the network’s generators,
including Vitalik Buterin. The block was booby-trapped on July 30, 2015, and it
established the original set of network rules and parameters for the Ethereum
network. The block’s hash 1s
0x000000000000000000000000000000000000000000000000000000000000000
0, and it set the maximum number of coins that could be in rotation at 72 million.
Other blockchain networks also have their own Genesis Blocks, each with its own
unique characteristics. For illustration, the Genesis Block in the Litecoin network
has a different hash than Bitcoin’s Genesis Block, and it set the original price for
booby-trapping new blocks at 50 coins. In the case of the Ripple network, the
Genesis Block wasn’t booby-trapped, but rather created by the network’s

generators and validators.




CHAPTER 5
HASH & NODE IMPLEMENTATION

HASH:
A hash function is a mathematical function that takes an input string of any length and

converts it to a fixed-length output string. The fixed-length output is known as the hash

value. To be cryptographically secure and useful, a hash function should have the

following properties:

Collision resistant: Give two messages m1 and mz2, it is difficult to find a hash
value such that hash(k, m1) = hash(k, m2) where K is the key value.

Preimage resistance: Given a hash value h, it is difficult to find a message m such
that h = hash(k, m).

Second preimage resistance: Given a message ml, it is difficult to find another
message m2 such that hash(k, m1) = hash(k, m2).

Large output space: The only way to find a hash collision is via a brute force
search, which requires checking as many inputs as the hash function has possible
outputs.

Deterministic: A hash function must be deterministic, which means that for any
given input a hash function must always give the same result.

Avalanche Effect: This means for a small change in the input, the output will
change significantly.

Puzzle Friendliness: This means even if one gets to know the first 200 bytes, one
cannot guess or determine the next 56 bytes.

Fixed-length Mapping: For any input of fixed length, the hash function will

always generate the output of the same length.

How do Hash Functions work?

The hash function takes the input of variable lengths and returns outputs of fixed lengths.

In cryptographic hash functions, the transactions are taken as inputs and the hash

algorithm gives an output of a fixed size.

The below diagram shows how hashes work.
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Types of Cryptographic Hash Functions
There are several different classes of hash functions. Some of the popular classes are:
1. RACE Integrity Primitives Evaluation Message Digest (RIPEMD): This set
includes RIPEMD, RIPEMD-128, RIPEMD-160, RIPEMD-256, RIPEMD-320.
o Out of these RIPEMD-160 is the most common.
o The original RIPEMD-128 is based on the design principles used in MD4.
o The RIPEMD-256 and 320 have fewer chances of the accidental collision but do
not have higher levels of security as compared to RIPEMD-128 and RIPEMD-
160.
2. Message-Digest Algorithm: This family comprises hash functions MD2, MD4, MD5,
and MD6.
o MDS5 is the most widely used cryptographic hash function.

o ltis used to generate a 128-bit digest from a 512-bit string broken down into 16
words composed of 32 bits each.
o Ronald Rivest designed this algorithm in 1991 to use for digital signature

verification.
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» These are no longer considered cryptographically secure methods and should not
be used for cryptographic authentication.

3. BLAKEZ2: It was announced on December 21, 2012.BLAKEZ2 is a cryptographic hash
function based on BLAKE, designed with the aim to replace MD5 and SHA-1 algorithms
in applications requiring high performance in software. It provides better security than
SHA-2 and is similar to that of SHS-3. It provides the following features:

« It provides immunity to length extensions.

« It removes the addition of constants to message words.

« It simplifies padding and reduces the number of rounds from 16 to 12.

4. BLAKES3: It was announced on January 9, 2020. BLAKES is a cryptographic function
based on Bao and BLAKE2. It is a few times faster than BLAKEZ2. This algorithm
provides many features like parallelism, XOF, KDF, etc.

5. Whirlpool: It is a cryptographic hash function, first described in 2000. It is a modified
version of the Advanced Encryption Standard (AES). Whirlpool produces a hash of 512
bits.

6. Secure Hashing Algorithm: The family of SHA comprises four SHA algorithms:
SHA-0, SHA-1, SHA-2, and SHA-3.

o SHA-0 is a 160-bit hash function that was published by the National Institute of
Standards and Technology in 1993.

o SHA-1 was designed in 1995 to correct the weaknesses of SHA-0. In 2005, a
method was found to uncover collisions in the SHA-1 algorithm due to which
long-term employability became doubtful.

o SHA-2 has the following SHA variants, SHA-224, SHA-256, SHA-384, SHA-
512, SHA-512/224, and SHA-512/256. It is a stronger hash function and it still
follows the design of SHA-1.

« 1In 2012, the Keccak algorithm was chosen as the new SHA-3 standard.

o SHA-256 is the most famous of all cryptographic hash functions because it’s used
extensively in blockchain technology. The SHA-256 Hashing algorithm was
developed by the National Security Agency (NSA) in 2001.
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Uses of Hash Functions in Blockchain

The blockchain has a number of different uses for hash functions. Some of the most

common uses of the hash function in blockchain are:

Merkle Tree: This uses hash functions to make sure that it is infeasible to find
two Merkle trees with the same root hash. This helps to protect the integrity of the
block header by storing the root hash within the block header and thus protecting
the integrity of the transactions.

Proof of Work Consensus: This algorithm defines a valid block as the one whose
block header has a hash value less than the threshold value.

Digital signatures: Hash functions are the vital part of digital signatures that
ensures data integrity and are used for authentication for blockchain transactions.
The chain of blocks: Each block header in a block in the blockchain contains the
hash of the previous block header. This ensures that it is not possible to change
even a single block in a blockchain without being detected. As modifying one
block requires generating new versions of every following block, thus increasing
the difficulty.

NODE IMPLEMENTATION:
What is Hash Table?

A Hash table is defined as a data structure used to insert, look up, and remove key-

value pairs quickly. It operates on the hashing concept, where each key is translated by

a hash function into a distinct index in an array. The index functions as a storage location

for the matching value. In simple words, it maps the keys with the value.

Implementation of Hash Table in Python using Separate Chaining

A hash table is a data structure that allows for quick insertion, deletion, and

retrieval of data. It works by using a hash function to map a key to an index in an array.

In this article, we will implement a hash table in Python using separate chaining to handle

collisions.
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Components of Hashing

Separate chaining is a technique used to handle collisions in a hash table. When two or
more keys map to the same index in the array, we store them in a linked list at that index. This
allows us to store multiple values at the same index and still be able to retrieve them using their
key.
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Way to implement Hash Table using Separate Chaining




Way to implement Hash Table using Separate Chaining:
Create two classes: ‘Node‘ and ‘HashTable‘.
The ‘Node‘ class will represent a node in a linked list. Each node will contain a key-
value pair, as well as a pointer to the next node in the list.
class Node:
def __init_ (self, key, value):
self.key = key
self.value = value
self.next = None
The ‘HashTable’ class will contain the array that will hold the linked lists, as well as
methods to insert, retrieve, and delete data from the hash table.
class HashTable:
def __init__ (self, capacity):
self.capacity = capacity
self.size=0
self.table = [None] * capacity
he °__init__‘ method initializes the hash table with a given capacity. It sets the
‘capacity‘ and ‘size variables and initializes the array to ‘None’.
The next method is the °_hash‘ method. This method takes a key and returns an index
in the array where the key-value pair should be stored. We will use Python’s built-in
hash function to hash the key and then use the modulo operator to get an index in the
array.
def _hash(self, key):
return hash(key) % self.capacity




CHAPTER 6
TRANSACTIONS & MINERS
TRANSACTIONS

Transactions are verified by a network of computers. Once a block of information
Is created in the chain, it can't be changed or deleted. This makes the blockchain very secure
and trustworthy. It is a software protocol; it never runs without the internet.

Blockchain technology is mostly about the transactions that we make digitally for
ourselves. Eventually, these transactions make their way to the various blocks that
become part of the Blockchain later on. So, it is important to understand the transaction
life cycle in Blockchain technology.

This lifecycle follows the journey of a single transaction as it makes its way through each
stage in the process of joining the blockchain. Transaction in simple words is the process
of sending money by the sender and the receiver receiving it. The Blockchain transaction
is also quite similar, but it is made digitally.

Let us understand the various stages in a blockchain transaction life cycle with the help
of an example.
Sourav and Suraj are two Bitcoin users. Sourav wants to send 1 bitcoin to Suraj.

1. First, Sourav gets Suraj’s wallet address (a wallet in the blockchain is a digital
wallet that allows users to manage their transactions). Using this information, he
creates a new transaction for 1 bitcoins from his wallet and includes a transaction
fee of 0.003 bitcoin.

2. Next, he verifies the information and sends the transaction. Each transaction that
Is initiated is signed by a digital signature of the sender that is basically the private
key of the sender. This is done in order to make the transaction more secure and
to prevent any fraud.

3. Sourav’s wallet then starts the transaction signing algorithm which signs his
transaction using his private key.

4. The transaction is now broadcasted to the memory pool within the network.

5. This transaction is eventually accepted by the miners. These miners, group this
transaction into a block, find the Proof of Work, and assign this block a hash

value to be mapped into the blockchain.




6. This block is now placed on the Blockchain.
7. As this block gains confirmation, it is accepted as a valid transaction in the
network.
8. Once this transaction is accepted, Suraj finally gets his bitcoin.
The below diagram is a pictorial representation of the various stages in a transaction life
cycle as discussed above.
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Transaction life-cycle in Blockchain

MINERS

Miner verifies the transactions (after solving the puzzle) and then adds the block
to the blockchain when confirmed. The blockchain contains the history of every transaction
that has taken place in the blockchain network.
Bitcoin miners:
Within the bitcoin network there are a group of people which are called miners and their
role is to process and confirm transactions. Anybody can apply to be a miner, and you
could run the client yourself.
Role of bitcoin miners:
The role of the miners is to process and confirm transactions to chain together the blocks




of transactions. Typically, these miners use very powerful computers that are specifically
designed to mine bitcoin transactions, and the way they do that is by actually solving
math problems and resolving cryptography issues, because every one of these
transactions need to be cryptographically encoded and secured. These mathematical
problems are what actually ensures that the data is secure and nobody is tampering with
that data.

How IS bitcoin created:
Bitcoin miners process transactions and secure the network using specialized hardware,
therefore the miners are rewarded in bitcoin which is a key component of bitcoin. Because
money in bitcoin is not created like you create normal fiat currency(like euros, dollars,
rupees, etc) the way bitcoin is created is by rewarding these miners for their work in
solving these math and cryptography problems. That reward is currently 12.5 bitcoins.

That is how new bitcoins are created.




CHAPTER 7
CHARACTERISTICS OF BLOCKCHAIN ARCHITECTURE

A Dblockchain is a chain of blocks that contains information. Most people think that
Blockchain is Bitcoin and vice-versa. But it’s not the case. In fact, Bitcoin is a digital
currency or cryptocurrency that works on Blockchain Technology. Blockchain was
invented by Satoshi Nakamoto. As the name suggests, Each block consists of a number
of transactions, and each transaction is recorded in the form of a Hash. Hash is a unique
address assigned to each block during its creation and any further modification in the
block will lead to a change in its hash.

Characteristics of blockchain

Let’s have a look at the primary features of the blockchain technology:

~ features of

yZ al1la
111Gl ]

1. Immutable
Immutability means that the blockchain is a permanent and unalterable network.
Blockchain technology functions through a collection of nodes. Once a transaction is
recorded on the blockchain, it cannot be modified or deleted. This makes the blockchain
an immutable and tamper-proof ledger that provides a high degree of security and trust.
« Every node in the network has a copy of the digital ledger. To add a transaction
every node checks the validity of the transaction and if the majority of the nodes

think that it is a valid transaction then it is added to the network. This means that



https://www.geeksforgeeks.org/what-is-bitcoin/
https://www.geeksforgeeks.org/blockchain-technology-introduction/

without the approval of a majority of nodes no one can add any transaction blocks
to the ledger.

« Any validated records are irreversible and cannot be changed. This means that any
user on the network won’t be able to edit, change or delete it.

2. Distributed

All network participants have a copy of the ledger for complete transparency. A public
ledger will provide complete information about all the participants on the network and
transactions. The distributed computational power across the computers ensures a better
outcome.

Distributed ledger is one of the important features of blockchains due to many
reasons like:

o In distributed ledger tracking what’s happening in the ledger is easy as changes
propagate really fast in a distributed ledger.

« Every node on the blockchain network must maintain the ledger and participate in
the validation.

« Any change in the ledger will be updated in seconds or minutes and due to no
involvement of intermediaries in the blockchain, the validation for the change will
be done quickly.

o If a user wants to add a new block then other participating nodes have to verify
the transaction. For a new block to be added to the blockchain network it must be
approved by a majority of the nodes on the network.

« In ablockchain network, no node will get any sort of special treatment or favors
from the network. Everyone will have to follow the standard procedure to add a
new block to the network.

3. Decentralized

Blockchain technology is a decentralized system, which means that there is no central
authority controlling the network. Instead, the network is made up of a large number of
nodes that work together to verify and validate transactions. Each and every node in the
blockchain network will have the same copy of the ledger.

Decentralization property offers many advantages in the blockchain network:




o As a blockchain network does not depend on human calculations it is fully
organized and fault-tolerant.

« The blockchain network is less prone to failure due to the decentralized nature of
the network. Attacking the system is more expensive for the hackers hence it is
less likely to fail.

o There is no third-party involved hence no added risk in the system.

« The decentralized nature of blockchain facilitates creating a transparent profile for
every participant on the network. Thus, every change is traceable, and more
concreate.

« Users now have control over their properties and they don’t have to rely on third-

party to maintain and manage their assets.

Centralised Network Decentralised network

4. Secure

All the records in the blockchain are individually encrypted. Using encryption adds
another layer of security to the entire process on the blockchain network. Since there is
no central authority, it does not mean that one can simply add, update or delete data on
the network.
Every information on the blockchain is hashed cryptographically which means that every
piece of data has a unique identity on the network. All the blocks contain a unique hash
of their own and the hash of the previous block. Due to this property, the blocks are
cryptographically linked with each other. Any attempt to modify the data means to change

all the hash 1Ds which is quite impossible.




5. Consensus

Every blockchain has a consensus to help the network to make quick and unbiased
decisions. Consensus is a decision-making algorithm for the group of nodes active on the
network to reach an agreement quickly and faster and for the smooth functioning of the
system. Nodes might not trust each other but they can trust the algorithm that runs at the
core of the network to make decisions. There are many consensus algorithms available
each with its pros and cons. Every blockchain must have a consensus algorithm otherwise
it will lose its value.

6. Unanimous

All the network participants agree to the validity of the records before they can be added
to the network. When a node wants to add a block to the network then it must get majority
voting otherwise the block cannot be added to the network. A node cannot simply add,
update, or delete information from the network. Every record is updated simultaneously
and the updations propagate quickly in the network. So it is not possible to make any
change without consent from the majority of nodes in the network.

7. Faster Settlement

Traditional banking systems are prone to many reasons for fallout like taking days to
process a transaction after finalizing all settlements, which can be corrupted easily. On
the other hand, blockchain offers a faster settlement compared to traditional banking
systems. This blockchain feature helps make life easier.

Blockchain technology is increasing and improving day by day and has a really bright
future in the upcoming years. The transparency, trust, and temper proof characteristics
have led to many applications of it like bitcoin, Ethereum, etc. It is a pillar in making the
business and governmental procedures more secure, efficient, and effective.

More Features of Blockchain

Smart Contracts — Blockchain technology enables the creation and execution of smart
contracts, which are self-executing contracts that automatically execute when certain
conditions are met. Smart contracts have the potential to revolutionize various industries

by providing a secure and transparent way to execute contracts.




Transparency — The blockchain ledger is public and transparent, which means that
anyone can access and view the transactions on the network. This makes it a highly
transparent system that is resistant to fraud and corruption.

Applications of Blockchain — Blockchain technology has a wide range of applications
across various industries. Some of the most well-known applications include
cryptocurrency, supply chain management, identity verification, and voting systems.
However, blockchain technology has the potential to revolutionize many other industries

as well, such as healthcare, real estate, and finance.




CHAPTER 8
TYPES OF BLOCKCHAIN ARCHITECTURE

There are 4 types of blockchain:

Public Blockchain.

[ ]

o Private Blockchain.

e Hybrid Blockchain.

e Consortium Blockchain.

Permissionless Permissioned

Private

Controlled by one Authority
Public ‘ Hybrid
No central Authority | Controlled by

permissionless
process

Consortium

Controlled by Group

Let’s discuss each of these topics in detail.
1. Public Blockchain
These blockchains are completely open to following the idea of decentralization. They
don’t have any restrictions, anyone having a computer and internet can participate in the
network.
« As the name is public this blockchain is open to the public, which means it is not
owned by anyone.
« Anyone having internet and a computer with good hardware can participate in this
public blockchain.
« All the computer in the network hold the copy of other nodes or block present in

the network




« In this public blockchain, we can also perform verification of transactions or
records
Advantages:
o Trustable: There are algorithms to detect no fraud. Participants need not worry
about the other nodes in the network
« Secure: This blockchain is large in size as it is open to the public. In a large size,
there is greater distribution of records
« Anonymous Nature: It is a secure platform to make your transaction properly at
the same time, you are not required to reveal your name and identity in order to
participate.
o Decentralized: There is no single platform that maintains the network, instead
every user has a copy of the ledger.
Disadvantages:
« Processing: The rate of the transaction process is very slow, due to its large size.
Verification of each node is a very time-consuming process.
« Energy Consumption: Proof of work is high energy-consuming. It requires good
computer hardware to participate in the network
« Acceptance: No central authority is there so governments are facing the issue to
implement the technology faster.
Use Cases: Public Blockchain is secured with proof of work or proof of stake they can
be used to displace traditional financial systems. The more advanced side of this
blockchain is the smart contract that enabled this blockchain to support decentralization.
Examples of public blockchain are Bitcoin, Ethereum.
2. Private Blockchain
These blockchains are not as decentralized as the public blockchain only selected nodes
can participate in the process, making it more secure than the others.
« These are not as open as a public blockchain.
« They are open to some authorized users only.
« These blockchains are operated in a closed network.
e In this few people are allowed to participate in a network within a

company/organization.




Advantages:
o Speed: The rate of the transaction is high, due to its small size. Verification of
each node is less time-consuming.
« Scalability: We can modify the scalability. The size of the network can be decided
manually.
« Privacy: It has increased the level of privacy for confidentiality reasons as the
businesses required.
« Balanced: It is more balanced as only some user has the access to the transaction
which improves the performance of the network.
Disadvantages:
« Security- The number of nodes in this type is limited so chances of manipulation
are there. These blockchains are more vulnerable.
« Centralized- Trust building is one of the main disadvantages due to its central
nature. Organizations can use this for malpractices.
o Count- Since there are few nodes if nodes go offline the entire system of
blockchain can be endangered.
Use Cases: With proper security and maintenance, this blockchain is a great asset to
secure information without exposing it to the public eye. Therefore companies use them
for internal auditing, voting, and asset management. An example of private blockchains
is Hyperledger, Corda.
3. Hybrid Blockchain
It is the mixed content of the private and public blockchain, where some part is controlled
by some organization and other makes are made visible as a public blockchain.
« Itis acombination of both public and private blockchain.
» Permission-based and permissionless systems are used.
« User access information via smart contracts
« Even a primary entity owns a hybrid blockchain it cannot alter the transaction
Advantages:
« [Ecosystem: Most advantageous thing about this blockchain is its hybrid nature. It

cannot be hacked as 51% of users don’t have access to the network




Cost: Transactions are cheap as only a few nodes verify the transaction. All the
nodes don’t carry the verification hence less computational cost.

Architecture: It is highly customizable and still maintains integrity, security, and
transparency.

Operations: It can choose the participants in the blockchain and decide which

transaction can be made public.

Disadvantages:

Efficiency: Not everyone is in the position to implement a hybrid Blockchain. The
organization also faces some difficulty in terms of efficiency in maintenance.
Transparency: There is a possibility that someone can hide information from the
user. If someone wants to get access through a hybrid blockchain it depends on
the organization whether they will give or not.

Ecosystem: Due to its closed ecosystem this blockchain lacks the incentives for

network participation.

Use Case: It provides a greater solution to the health care industry, government, real

estate, and financial companies. It provides a remedy where data is to be accessed

publicly but needs to be shielded privately. Examples of Hybrid Blockchain are Ripple

network and XRP token.

4. Consortium Blockchain

It is a creative approach that solves the needs of the organization. This blockchain

validates the transaction and also initiates or receives transactions.

Also known as Federated Blockchain.
This is an innovative method to solve the organization’s needs.
Some part is public and some part is private.

In this type, more than one organization manages the blockchain.

Advantages:

Speed: A limited number of users make verification fast. The high speed makes
this more usable for organizations.
Authority: Multiple organizations can take part and make it decentralized at every

level. Decentralized authority, makes it more secure.




o Privacy: The information of the checked blocks is unknown to the public view.
but any member belonging to the blockchain can access it.

« Flexible: There is much divergence in the flexibility of the blockchain. Since it is
not a very large decision can be taken faster.

Disadvantages:

o Approval: All the members approve the protocol making it less flexible. Since
one or more organizations are involved there can be differences in the vision of
interest.

o Transparency: It can be hacked if the organization becomes corrupt.
Organizations may hide information from the users.

« Vulnerability: If few nodes are getting compromised there is a greater chance of

vulnerability in this blockchain




UNIT I
CONSENSUS MECHANISM
CHAPTER 1
INTRODUCTION ABOUT CONSENSUS

What is Consensus?

Blockchain is a distributed ledger. Suppose there are 5 mining nodes and all these
nodes will be having a copy of a blockchain all the copies will be of the same state, which
means they are exact copies. If there is a new block and this block is supposed to be added to
a blockchain, then which mining node will do it? How you will make sure that all the nodes
come to a consensus and they will have the same copy of it that’s where we have to follow
some consensus algorithm.

In a blockchain world, there are so many consensus algorithms, using which one
can agree on one particular state of a blockchain. So, if a new block is added to a blockchain,
who will add it that can be defined using consensus?

What is a Consensus Mechanism?

The consensus mechanism word is made up of two words: The consensus part means to have
a bunch of people agree and the mechanism means the routine procedure to get there. So,
consensus mechanism means a procedure that will be used to make sure everyone agrees on
something.

A consensus mechanism is a system that is used to verify transactions and maintain the
security of a blockchain network on decentralized networks.

It provides a way to come to an agreement on a single state of the network or single data
value. In the case of cryptocurrencies, technically they are agreeing on the blockchain. More
specifically the state of the blockchain includes individual transactions and even more
advanced parts like data and small contracts.

There are several types of consensus mechanisms, and each works in a different way to ensure
that all participants in the network agree on the validity of transactions and blocks that are
added to the blockchain.




HISTORY OF CONSENSUS MECHANISM

The history of consensus mechanisms is a long and complex one that spans several
decades. In the 1970s, researchers began exploring the problem of reaching consensus in
distributed systems, which are composed of multiple nodes that communicate and coordinate
with each other to achieve a common goal.
One of the earliest proposed consensus mechanisms was the Paxos algorithm, which was
introduced in 1989 by Leslie Lamport. Paxos is a family of protocols that can be used to solve
the problem of distributed consensus in a fault-tolerant way. The algorithm ensures that all
nodes in a network agree on a single value, even if some of the nodes fail or are malicious.
Another influential consensus mechanism is the Byzantine Fault Tolerance (BFT) algorithm,
which was introduced in 1982 by Leslie Lamport, Robert Shostak, and Marshall Pease. BFT
is designed to solve the Byzantine Generals’ Problem, which is a fundamental problem in
distributed computing that deals with the challenge of reaching consensus in the presence of
faulty or malicious nodes. In a BFT system, nodes are classified as either honest or Byzantine.
Honest nodes follow the protocol and behave correctly, while Byzantine nodes may behave
arbitrarily and try to disrupt the system. BFT algorithms ensure that the nodes can reach
consensus even if up to one-third of the nodes are Byzantine.
Fast-forward to the early days of blockchain, the first consensus mechanism used in the
Bitcoin blockchain was Proof of Work (PoW), which was proposed by Satoshi Nakamoto in
the Bitcoin whitepaper in 2008. PoW is a consensus mechanism that relies on a computational
puzzle to secure the network. Miners compete to solve the puzzle and validate new
transactions, and the first miner to solve the puzzle is rewarded with newly minted bitcoins.
In 2012, the Proof of Stake (PoS) consensus mechanism was proposed as an alternative to
PoW. PoS is designed to be more energy-efficient than PoW and relies on a node’s stake in
the network as a measure of its authority. In a PoS system, validators are selected to validate
transactions based on the amount of cryptocurrency they hold and are willing to lock up as a
stake. Validators are incentivized to behave honestly because they risk losing their stake if
they validate fraudulent transactions.
Since the introduction of PoS, several other consensus mechanisms have been proposed,
including Delegated Proof of Stake (DPoS) and Practical Byzantine Fault Tolerance (PBFT).

DPoS is a more efficient variant of PoS that allows token holders to vote for a limited number




of validators who are responsible for validating transactions. PBFT is a consensus mechanism
that is used to achieve consensus in permissioned blockchain networks.

Today, there are several consensus mechanisms in use, each with its own strengths and
weaknesses, and it’s likely that new consensus mechanisms will continue to be developed as
blockchain technology evolves.

TYPES OF CONSENSUS MECHANISMS

Below are the different types of consensus mechanisms:

1. Proof Of Work

Proof Of Work is used by the world’s most popular cryptocurrency bitcoin.

It requires network participants to spend time-solving an unpredictable mathematical puzzle
in order to prevent the system from being hacked.

In cryptocurrency mining proof of work is commonly employed to validate transactions and
mine new tokens.

Challenges in PoW:

The mathematical problems are so complex that they require special high-powered computers
in order to solve them and those computers require a lot of energy to operate.

Some have raised issues with the amount of energy needed claiming that such energy
consumption is bad for the environment.

Another problem although unlikely is known as a 51% attack.

If a single mining entity obtains 51% of the bitcoins hash rate or the measure of computational
power used to verify transactions it can temporarily break the rules by double spending money
in blocking transactions.

2. Proof Of Stake

Proof Of Stake seeks to reduce the amount of computational power needed in order to verify
transactions.

With Proof Of stake Coin owners offer their coins as collateral for a chance to verify
transactions and validate blocks.

These coin stakes are known as validators.

The block is then mined or validated by validators who are chosen at random rather than
employing a competition-based process like proof of work.

A coin owner must take a certain amount of coins to become a validator.




Before a user can become a validator on Ethereum, blocks are validated by multiple validators
and they are finalized and closed when a specific number of validators confirm that the block
IS correct.

Proof of stake is a protocol that aims to address the environmental and scalability difficulties
that plague the proof of work protocol.

A competitive approach to transaction verification is applied when it comes to proof of work.
As a result, people are naturally motivated to find ways to gain an advantage usually in the
form of more computers which leads to more energy consumption and negative environmental
impact.

The proof of stake systems attempts to address these issues by effectively swapping staking
for computational processing power.

3. Delegated Proof of Stake

Delegated proof of stake (DPOS) is a consensus mechanism that allows for the validation
of blocks on a blockchain by using a more democratic process. Instead of a single node
validating every block, DPOS uses a much more decentralized approach.

In a DPOS system, there are many nodes on the network that can validate transactions and
create new blocks. This means that there is no need for miners like in bitcoin or Ethereum
where only one miner can create blocks at any given time. With DPOS, anyone can create
new blocks so long as they have enough votes from other users in the network.

DPOS is becoming increasingly popular because it makes it easier to scale up networks while
also increasing the security and decentralization of those networks by making them harder to
attack or compromise than other types of consensus mechanisms like POW (Proof-of-Work)
or POS (Proof-of-Stake). For example, because there are so many possible validators in DPOS
systems, it makes it much more.

4. Proof of Capacity

Proof-of-capacity (POC) concept, is also known as proof of space.

Proof of Capacity(POC) is a consensus mechanism algorithm used in blockchains that allows
the mining devices in the network to use their available hard drive space to decide the mining
rights.

Instead of using the mining devices’ computing power or the miners’ stake in the crypto coins.




Proof of Capacity emerged as one of the many alternative solutions to the problem of high
energy consumption in proof of work, the problem that inherently promotes crypto coin
hoarding instead of spending in proof of stake.

5. Proof of Elapsed Time

Proof of Elapsed Time is used by a private or permissioned Blockchain network.

Each node is assigned a waiting period by the network in order to mine- The one with the
shortest waiting period wins first.

Proof of Elapsed Time comes from intel, and it relies on a special CPU instruction set called
intel software guard extensions.

6. Proof of Authority

To help validate transactions and generate new blocks proof of authority employs a
reputation-based architecture.
Validators in proof of authority consensus blockchain are typically users who have been
chosen and approved by other network participants to act as system moderators. As a result,
validators are usually institutional investors or other significant partners in the blockchain
ecosystem that have a stake in the network’s long-term success and are prepared to reveal
their names for the purpose of transparency and accountability.

Proof of Authority blockchains requires validators to put their social capital on the line
whereas proof of stake blockchains demand validators to put their financial capital on the line
to ensure acceptable acts.

However, in addition to staking their reputation with several proofs of authority, blockchains
demand prospective network validators invest considerably in the network financially.

This allows the network to weed out would-be validators with ambiguous or shady
motivations while monetarily rewarding honest nodes that are prepared to commit for the long
haul.

7. Proof of Activity

Proof of Activity is a protocol that combines proof of stake.

In most proofs of activity arrangements miners compete to mine new blocks in exchange for
tokens incentives.

The blocks on the other hand do not contain transactions instead they are empty templates

with the transaction title and block reward address contained in them.




Only token holders are qualified to act as validators and the information in the transaction
title is used to select a validator node at random to sign the block and confirm it to the
blockchain ledger.

In conclusion, consensus mechanisms are critical to the functioning of blockchain networks.
They enable decentralized networks to agree on the validity of transactions without relying
on a central authority. While different consensus mechanisms have their strengths and
weaknesses, they all play an essential role in enabling the decentralized, trustless nature of
blockchain technology.

Pros of Consensus
Mechanism

Decentralization: PoW allows anyone with the necessary hardware and electricity to
participating in the validation process, making the network more decentralized. It can reduce
the centralization of validation power that can occur with PoW and PoS.

Security: PoW is considered one of the most secure consensus mechanisms due to the
computational power required to participate in the validation process. PBFT is considered
highly secure because of the pre-selected validators who must agree on the validity of
transactions.

Energy-efficient: PoS is known for its energy efficiency, which can reduce the environmental
and economic impact of validation.

Fast transaction processing: DPoS can enable faster transaction processing times compared
to other consensus mechanisms. PBFT can enable faster transaction processing times
compared to other consensus mechanisms.

Cons of Consensus Mechanism

High energy consumption: PoW is known for its high energy consumption, which can have
environmental and economic impacts.

Centralization of mining: In some cases, mining can become centralized among a few large
mining pools, which can reduce the decentralization of the network.

Possible centralization of validators: In some cases, PoS can lead to the centralization of
validation power among a few large validators, which can reduce the decentralization of the

network.




« Potential for stake-grinding attacks: There is a risk of a stake-grinding attack, where a
malicious validator can manipulate the validation process by repeatedly selecting different
chains.

« Possible centralization of validation power: In some cases, DPoS can lead to the
centralization of validation power among a few large validators, which can reduce the
decentralization of the network.

« Vulnerability to attacks: DPoS can be vulnerable to a 51% attack, where a single entity
controls the majority of the validation power. PBFT can be vulnerable to a 33% attack, where

a single entity controls one-third of the validation power.




CHAPTER 2

PROOF OF WORK & PROOF OF STACK

PROOF OF WORK
Proof of Work consensus is the mechanism of choice for the majority of

cryptocurrencies currently in circulation. The algorithm is used to verify the transaction and
create a new block in the blockchain. The idea for Proof of Work(PoW) was first published
in 1993 by Cynthia Dwork and Moni Naor and was later applied by Satoshi Nakamoto in the
Bitcoin paper in 2008. The term “proof of work™ was first used by Markus Jakobsson and
Ari Juels in a publication in 1999.

Cryptocurrencies like Litecoin, and Bitcoin are currently using PoW. Ethereum was using
PoW mechanism, but now shifted to Proof of Stake(PoS).

Principle: A solution that is difficult to find but is easy to verify.

Purpose of PowW

The purpose of a consensus mechanism is to bring all the nodes in agreement, that is, trust
one another, in an environment where the nodes don’t trust each other.

All the transactions in the new block are then validated and the new block is then added to
the blockchain.

The block will get added to the chain which has the longest block height(see blockchain forks

to understand how multiple chains can exist at a point in time).

Miners(special computers on the network) perform computation work in solving a complex
mathematical problem to add the block to the network, hence named, Proof-of-Work.

With time, the mathematical problem becomes more complex.

Features of PoOW

There are mainly two features that have contributed to the wide popularity of this consensus
protocol and they are:

It is hard to find a solution to a mathematical problem.

It is easy to verify the correctness of that solution.

How Does PoW Work?

The PoW consensus algorithm involves verifying a transaction through the mining process.
This section focuses on discussing the mining process and resource consumption during the

mining process.
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Mining:

The Proof of Work consensus algorithm involves solving a computationally challenging
puzzle in order to create new blocks in the Bitcoin blockchain. The process is known as
‘mining’, and the nodes in the network that engages in mining are known as ‘miners’.

The incentive for mining transactions lies in economic payoffs, where competing miners are
rewarded with 6.25 bitcoins and a small transaction fee.

This reward will get reduced by half its current value with time.

Energy and Time consumption in Mining:

The process of verifying the transactions in the block to be added, organizing these
transactions in chronological order in the block, and announcing the newly mined block to
the entire network does not take much energy and time.

The energy-consuming part is solving the ‘hard mathematical problem’ to link the new block
to the last block in the valid blockchain.

When a miner finally finds the right solution, the node broadcasts it to the whole network at
the same time, receiving a cryptocurrency prize (the reward) provided by the PoW protocol.

Mining reward:

Currently, mining a block in the bitcoin network gives the winning miner 6.25 bitcoins.

The amount of bitcoins won halves every four years. So, the next deduction in the amount of
bitcoin is due at around 2024(with the current rate and growth).

With more miners comes the inevitability of the time it takes to mine the new block getting
shorter.

This means that the new blocks are found faster. In order to consistently find 1 block every
10 minutes. (That is the amount of time that the bitcoin developers think is necessary for a
steady and diminishing flow of new coins until the maximum number of 21 million is reached
(expected some time with the current rate in around 2140)), the Bitcoin network regularly
changes the difficulty level of mining a new block.

Bitcoin’s PoW System

Bitcoin uses the Hashcash Proof of Work system as the mining basis. The ‘hard
mathematical problem’ can be written in an abstract way like below :

Given data A, find a number x such as that the hash of x appended to A results is a number

less than B.




The miners bundle up a group of transactions into a block and try to mine. To mine it, a hard
mathematical problem has to be solved.

This problem is called the proof of work problem which has to be solved to show that the
miner has done some work in finding out the solution to the problem and hence the mined
block must be valid.

The answer to the problem needs to be a lower number than the hash of the block for it to be
accepted, known as the ‘target hash’.

A target hash is a number that the header of a hashed block must be equal to or less than for
a new block, along with the reward, to be awarded to a miner.

The lower a target is, the more difficult it is to generate a block.

A miner continues testing different unique values (known as a nonce(s)) until a suitable one
IS produced.

The miner who manages to solve the problem gets the bitcoin reward and adds the block to
the blockchain by broadcasting that the block has been mined.

Note: The target hash adjusts once every 2016 block or approximately once every 2 weeks.
All the miners immediately stop working on the said block and start mining the next block.
Common cryptographic protocols used in PoW: The most widely used proof-of-work
consensus is based on SHA-256 and was introduced as a part of Bitcoin. Others include
Scrypt, SHA-3, scrypt-jane, scrypt-n, etc.

Challenges With PoW

The Proof-of-Work consensus mechanism has some issues which are as follows:

The 51% risk: If a controlling entity owns 51% or more than 51% of nodes in the network,
the entity can corrupt the blockchain by gaining the majority of the network.
Time-consuming: Miners have to check over many nonce values to find the right solution to
the puzzle that must be solved to mine the block, which is a time-consuming process.
Resource consumption: Miners consume high amounts of computing power in order to find
the solution to the hard mathematical puzzle. It leads to a waste of precious resources(money,
energy, space, hardware). It is expected that 0.3% of the world’s electricity will be spent to

verify transactions by the end of 2028.




Not instantaneous transaction: Transaction confirmation takes about 10—60 minutes. So, it
IS not an instantaneous transaction; because it takes some time to mine the transaction and

add it to the blockchain thus committing the transaction.

PROOF OF STAKE (POS) IN BLOCKCHAIN

of Stake (PoS) is a type of algorithm which aims to achieve distributed consensus
in a Blockchain. This way to achieve consensus was first suggested by Quantum Mechanic
here and later Sunny King and his peer wrote a paper on it. This led to Proof-of-Stake (PoS)
based Peercoin.
A stake is value/money we bet on a certain outcome. The process is called staking.
A more particular meaning of stake will be defined later on.
WhyProof-of-Stake:
Before proof of stake, the most popular way to achieve distributed consensus was through
Proof-of-Work (implemented in Bitcoin). But Proof-of-Work is quite energy(electrical
energy in mining a bitcoin) intensive. So, a proof-of-work based consensus mechanism
increases an entity’s chances of mining a new block if it has more computation resources.
Apart from the upper two points, there are other weaknesses of a POW based consensus
mechanism which we will discuss later on. In such a scenario, a Proof-of-Stake based
mechanism holds merit.
WhatisProof-of-Stake:
As understandable from the name, nodes on a network stake an amount of cryptocurrency to
become candidates to validate the new block and earn the fee from it. Then, an algorithm
chooses from the pool of candidates the node which will validate the new block. This selection
algorithm combines the quantity of stake (amount of cryptocurrency) with other factors (like
coin-age based selection, randomization process) to make the selection fair to everyone on
the network.
Coin-agebasedselection:
The algorithm tracks the time every validator candidate node stays a validator. The older the

node becomes, the higher the chances of it becoming the new validator.
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Random Block selection:
The validator is chosen with a combination of ‘lowest hash value’ and ‘highest stake’. The
node having the best weighted-combination of these becomes the new validator.

A typical PoS based mechanism workflow:

. Nodes make transactions. The PoS algorithm puts all these transactions in a pool.

. All the nodes contending to become validator for the next block raise a stake. This stake is
combined with other factors like ‘coin-age’ or ‘randomized block selection’ to select the
validator.

. The validator verifies all the transactions and publishes the block. His stake still remains
locked and the forging reward is also not granted yet. This is so that the nodes on the network
can ‘OK’ the new block.

. If the block is ‘OK’-ed, the validator gets the stake back and the reward too. If the algorithm
IS using a coin-age based mechanism to select validators, the validator for the current block’s
has its coin-age reset to 0. This puts him in a low-priority for the next validator election.

. If the block is not verified by other nodes on the network, the validator loses its stake and is
marked as ‘bad’ by the algorithm. The process again starts from step 1 to forge the new block.
Features:

Fixed coins in existence:
There is only a finite number of coins that always circulate in the network. There is no
existence of bringing new coins into existence(as in by mining in case of bitcoin and other
PoW based systems). Note that the network starts with a finite number of coins or ‘initially
starts with PoW, then shifts to PoS’ in some cases. This initiation with POW is meant to bring
coins/cryptocurrency in the network.

Transaction fee as reward to minters/forgers:
Every transaction is charged some amount of fee. This is accumulated and given to the entity
who forges the new block. Note that if the forged block is found fraudulent, the transaction
fee is not rewarded. Moreover, the stake of the validator is also lost(which is also known as
slashing).

Impracticality of the 51% attack:
To conduct a 51% attack, the attacker will have to own 51% of the total cryptocurrency in the

network which is quite expensive. This deems doing the attack too tedious, expensive and not




so profitable. There will occur problems when amassing such a share of total cryptocurrency
as there might not be so much currency to buy, also that buying more and more coins/value
will become more expensive. Also validating wrong transactions will cause the validator to
lose its stake, thereby being reward-negative.

Advantages of PoS:

Energy-efficient:

As all the nodes are not competing against each other to attach a new block to the blockchain,
energy is saved. Also, no problem has to be solved( as in case of Proof-of-Work system) thus
saving the energy.

Decentralization:

In blockchains like Bitcoin(Proof of Work system to achieve distributed consensus), an extra
incentive of exponential rewards are in place to join a mining pool leading to a more
centralized nature of blockchain. In the case of a Proof-of-Stake based system(like Peercoin),
rewards are proportional(linear) to the amount of stake. So, it provides absolutely no extra
edge to join a mining pool; thus promoting decentralization.

Security:

A person attempting to attack a network will have to own 51% of the stakes(pretty expensive).
This leads to a secure network.

Weakness of a PoS mechanism:

Large stake validators:
If a group of validator candidates combine and own a significant share of total cryptocurrency,
they will have more chances of becoming validators. Increased chances lead to increased
selections, which lead to more and more forging reward earning, which lead to owning a huge
currency share. This can cause the network to become centralized over time.

New technology:
PoS is still relatively new. Research is ongoing to find flaws, fix them and making it viable
for a live network with actual currency transactions.

The ‘Nothing at Stake’ problem:
This problem describes the little to no disadvantage to the nodes in case they support multiple

blockchains in the event of a blockchain split(blockchain forking). In the worst-case scenario,




every fork will lead to multiple blockchains and validators will work and the nodes in the
network will never achieve consensus.

Blockchains using Proof-of-Stake:

Ethereum(Casper update)

Peercoin

Nxt

Variants of Proof-of-Stake:

Regular Proof-of-Stake — The one discussed in this article.

Delegated Proof-of-Stake

Leased Proof-of-Stake

Masternode Proof-of-Stake

S.N( Proof of Work (PoW) Proof of Stake (PoS)
L. The probability of mining a block is The probability of validating a new block is
determined by how much computational wietermined by how large of a stake a person
s done by miner. nolds (how many coins they possess).
. A reward is given to first miner to solve The validator donot receive a block reward
cryptographic puzzle of each block. nstead they collect network fee as their rewa
B. To add each block to chain, miners must [There is no competition as block creator is

compete to solve difficult puzzles using thdchosen by an algorithm based on user stake.
computer process power

i Hackers would need to have 51% of Hackers would need to own 51% of all
computation power to add malicious blocktryptocurrency on network, which is practicg
mpossible.
D. Proof of work systems are less energy Proof of Stake systems are much more cost g
officient and are less costly but more proveenergy efficient than POW systems but less
proven.
. Specialized equipment to optimize processstandard server grade unit is more than enou
DOWer.
/. nitial investment to buy hardware. nitial investment to buy stake and build
reputation.
3. Bitcoin is most well known crypto with a 5ome of cryptocurrencies that use different

Proof-of-Work consensus building algorittyariants of proof-of-stake consensus are: EO
which uses most well known proof-of-wor{EOS), Tezos (XTZ), Cardano (ADA), Cosm
function is called SHA256. ATOM), Lisk (LSK).
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CHAPTER 3
PROOF OF ELAPSED TIME

PROOF OF ELAPSED TIME(POET) IN BLOCKCHAIN

Proof of Elapsed Time (PoET) is a network consensus algorithm that prevents high resource
utilization and energy consumption. It implements a fair lottery system to keep the process
more efficient.

What is Proof of Elapsed Time(PoET)?

Blockchain technology is a distributed ledger used to record any transactions that happen over
the network and since Bitcoin’s inception and the introduction of the Proof of Work (PoW)
consensus model as the mechanism for a blockchain network’s legitimacy. After numerous
other consensus mechanisms have been experimented with and introduced, the Proof of
Elapsed Time (PoET) concept is one such mechanism which was invented in early 2016 by
Intel Corporation and is one of the fairest blockchain consensus algorithms that enables
permissioned blockchain networks to determine who creates the next block.

Intel in collaboration with other organizations such as the Linux Project and IBM sponsored
the Hyperledger Sawtooth project, this open-source project uses the POET consensus
mechanism. Hyperledger Sawtooth is a distributed ledger that is both scalable and adaptable
for many uses at the enterprise like supply chain and logistics. This mechanism is based on
Byzantine Fault Tolerance and aims to reduce the energy consumption associated with proof
of work’s mining process.

This algorithm assigns an amount of time to each node in the network randomly.

The node must sleep or do another task for that random wait time.

The node that gets the shortest waiting time wakes up and adds its block to the network.

The newly updated information floods among the network participants.

3 Factors Need to Be in Favor for PoEt to Work:

. Ensure that the node gets the random waiting time instead.

. Check if the nodes are not choosing the shortest wait time on purpose.

. Verify if a node has completed the given waiting time or not.
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Proof of Elapsed Time
How Does POET Work?
The POET mechanism replaces the need for mining intensive rights required in Proof of Work
with a randomized timer system. The POET consensus mechanism distributes the chances of
winning across the largest possible number of network participants and every node is likely
to be selected by a fair lottery system.
Every node in the blockchain network will generate a random wait time and then sleeps for
that specified duration.
Now the first one to wake up, that is, the first node in the network to have its timer expire
after completing its specified waiting time wins the block round and it now becomes the block
leader which produces the new block and signs the new block with its private key address
before adding it to the blockchain network.
After this necessary information is broadcasted to the whole peer network and the same
process then repeats for the discovery of the next block.
In this consensus mechanism the problem is ” how to determine the leader of a round of
consensus” and whoever solves the computationally intensive cryptographic puzzle of each
block round is selected as the leader for the round. For the node to participate in consensus, it

downloads the trusted code which requires code attestation by Intel Software Guard Extension




(SGX). SGX functions as a Trusted Execution Environment (TEE), which allows selecting,
trusted code to run independently of the application that it runs in.

The PoET consensus mechanism is divided into 2 phases:

1. Selection Process: This process involves the following activities:

Every node in the network will share its certificate by Intel Software Guard Extension (SGX)
which ensures the validity of the node to generate a new block in the network. After this, the
node is eligible to get a timer object.

The numbers are assigned to each node as a timer object by Intel’s RAND i.e. random number
generator. RAND generates difficult-to-detect random numbers.

The time object given to each participating node activates.

2. Generation Process: This process involves the following activities:

After the timer object expires, and the node wakes up then the node is eligible to forge a new
block to the network.

The active node generates the hash of its block of transactions and submits it for acceptance.
The update gets flooded to the network.

Therefore, this ends the iteration of mining a new block in a permissioned blockchain network

using the POET consensus algorithm.
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Proof of Elapsed Time( PoET) vs Proof of Work (PoW):
Unlike the proof of work (PoW) algorithm, Proof of Elapsed Time( POET) requires
less power consumption, also it allows a node to sleep and switch to other tasks for the

specified time, thereby increasing the network’s efficiency in terms of power and time. The




PoW mechanism provides a competitive work environment, whereas the POET mechanism
provides a random selection environment.

The below table summarizes the difference between POET and PoW:

Parameters POET PoW
Blockchain type Permissioned Permissionless
Transaction rate Medium Low
Token needed No Yes
Energy efficiency More energy efficient. Less energy efficient.
Power Consumption |_ess power consumption.  More power consumption.
Network Efficiency ncreased network efficiencyLess efficient network.
Environment t provides a random selecit provides a competitive w
environment. environment.
Benefits of POET:

Less power consumption: POET doesn’t require much electricity consumption, and the
nodes can “go to sleep” and switch to other tasks for the specified time thereby making the
network time and energy efficient.

Less resource intensive: PoET also provides a great solution to the “Random Leader
Selection Problem” without being resource-intensive or requiring complex mechanisms. It is
easily scalable as it allows the network to reach consensus more quickly thus allowing faster
processing of transactions.

High transaction rate: POET can go up to a million transactions per second.

Equal opportunity: POET allows for the same opportunity for the network participants with
time object and activation.

Permissioned: Since it is a permissioned blockchain network, the process of selecting
validators ensures network security against cyberattacks.

Limitations of POET:

Specialized hardware required: Even though it’s cheap there is a requirement for
specialized hardware for incorporating the Proof of Elapsed Time consensus algorithm as a
result, it cannot be used by most people.

Compatibility issues: POET highly depends on tools by Intel technology which might raise

compatibility issues with the other tools.




CHAPTER 4

DELEGATED PROOF OF STACK
Delegated Proof Of Stake (DPoS) is a consensus algorithm which is an advancement of the
fundamental concepts of Proof Of Stake. Delegated Proof of Stake (DPoS) consensus
algorithm was developed by Daniel Larimer, founder of BitShares, Steemit and EOS in 2014.
In Proof of Stake consensus system, each person who stakes a token can participate to the
“mintage” process which means that they get a chance to select layer two nodes which further
validates block and be rewarded for adding blocks to blockchain. DPos system is maintained
by an election system for choosing nodes which verify blocks. These nodes are called
“witnesses” or “block producers”.
Here is how DPoS consensus works :
Voting
In DP0S consensus users can either directly vote or give their voting power to another entity
to vote on their behalf. Selected witness are responsible for creating blocks by verifying
transactions. If they verify and sign all transactions in a block, they receive a reward, which
is usually shared with those who have voted for witness. If a witness fails to verify all
transactions in the given time, block is missed, all transactions are left unverified and no
reward is distributed to that witness. The reward is added up to reward of the next witness
which verifies that block. Such transactions are collected by the next witness, and such a block
is called stolen.
Votes are proportionate to size of each voter’s stake. A user need not have a large stake to
enter the top tier of witnesses. Rather, votes from users with large stakes can result in users
with relatively small stakes being elevated to the top tier of witnesses.
Witnesses
Number of witnesses in the top tier is capped at a certain number which is usually in the range
of 21-101. These witnesses are responsible for validating transactions and creating blocks,
and are in return awarded associated fees. Witnesses can prevent specific transactions from
being included in block but they cannot change information of any transaction which makes
them similar to miners in Proof Of Work blockchains. Voting is a continuous process and

each witness in the top tier is always at risk of being replaced by a user who gets more votes
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and is therefore considered more trusted. As number of applicants for witness grows,
competition grows and reputation becomes critical for each witness to remain competitive.
A witness is kept in check by threat to its loss of income, locking of stake and reputation
score. Witnesses have to lock certain part of their stake which is seized if they act maliciously
or try to attack blockchain.

A round in a DPoS blockchain with N block producers/witnesses follows a round robin order
as follows :

N block producers get elected from the pool of witnesses candidates.

The kth block producer signs the kth block, until k=N.

A block is finalized when it is voted on by (2/3+1) of block producers. In case of two chains,
the longest chain rule is followed. Block added cannot be reversed.

Delegates

Users in DPoS systems also vote for a group of delegates who oversee blockchain governance.
They do not play a part in transaction control. Delegates can propose changing size of a block,
or the amount a witness should be paid in return for validating a block. Once delegates propose
such changes, blockchain’s users vote on whether to adopt them.

Block validators

Block validators in DPoS refer to full nodes who verify that blocks created by witnesses
follow the consensus rules. Any user is able run a block validator and verify network. There
IS no incentive to be a block validator.

Advantages :

. DPoS blockchains have good protection from double-spending.

. DPoS is more democratic and financially inclusive due to lesser staking amount required by
a user/node.

. DPoS provides more decentralization as more people take part in the consensus due to low
entry threshold.

. DPoS doesn’t require lots of power to run network, which makes it more sustainable.

. Transactions in DPoS is not dependent on computing power required to run network, hence
it is more scalable.

. DPoS separates election of block producers from block production itself which opens door

for more creative models to solve both problems in isolation.




. DPoS method provides foundation for implementing interesting governance models in
blockchain applications. In a sense, it forms a kind of democracy.

Disadvantages :

. Effective operation and decision making of network requires delegators to be well informed

and appoint honest witnesses.

. Limited number of witnesses can lead to centralization of network.

. DPoS blockchain is susceptible to problems of weighted voting. Users with smaller stake can
refuse from taking part in votings after considering that their vote is insignificant.

Here are example of some DPoS blockchains :

Blockchain Number of Witnesses
FOS P1

BitShares 101

Steemit 1

Lisk 101

Ark b1




CHAPTER 5

PROOF OF IDENTITY & PROOF OF AUTHORITY
In blockchain platforms, consensus mechanisms can be divided into permissionless

(eg., Ethereum, Bitcoin) and permissioned (eg Hyperledger, Ethereum Private). Unlike
permissionless blockchain where anyone can become node, in permissioned blockchain all
nodes are pre-selected. This allows to use consensus types with high scalability and
bandwidth. One of these consensus types is Proof-of-Authority (PoA) consensus which
provides high performance and fault tolerance. Term was proposed in 2017 by co-founder of
Ethereum and Parity Technologies Gavin Wood.

Working of PoA :

In POA, rights to generate new blocks are awarded to nodes that have proven their authority
to do so. These nodes are referred to as “Validators” and they run software allowing them to
put transactions in blocks. Process is automated and does not require validators to be
constantly monitoring their computers but does require maintaining the computer
uncompromised. PoA is suited for both private networks and public networks, like POA
Network, where trust is distributed.

PoA consensus algorithm leverages value of identities, which means that block validators are
not staking coins but their own reputation instead. POA is secured by trust on the identities
selected.

PoA consensus and common attacks :

. DistributedDenial-of-serviceattacks(DDos):

A Distributed Denial of Service (DDoS) attack is an attempt to make an online service
unavailable by overwhelming it with traffic from multiple sources. An attacker sends large
number of transactions and blocks to targeted network node in an attempt to disrupt its
operation and make it unavailable.

. PoA mechanism makes it possible to defend against this attack because network nodes are
pre-authenticated, block generation rights can be granted only to nodes that can withstand
DoS attacks.

. 51%attack:

In POA consensus, 51% attack requires an attacker to obtain control over 51% of network

nodes. This is different from 51% attack for the Proof-of-Work consensus types where an
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attacker needs to obtain 51% of network computational power. Obtaining control of the nodes
in permissioned blockchain network is much harder than obtaining computational power.
With PoA, individuals earn right to become validators, so there is an incentive to retain
position that they have gained. Validators are incentivized with reputation which lets them
retain their authority as a node. PoA only allows non-consecutive block approval from any
one validator, meaning that the risk of serious damage is centralized to the authority node.
Conditions for PoA consensus :

POA consensus may vary according to different implementation but generally they are applied
through the following conditions :

Validators need to confirm their real identities.

A candidate must be willing to invest money and put his reputation at stake. A tough process
reduces risks of selecting questionable validators and incentivize long-term commitment to
the blockchain.

Method for selecting validators must be equal to all candidates.

Identity of validators must be verified to maintain integrity of blockchain. Some sort of
process should be their to select honest validators.

Advantages of PoOA consensus :

High risk tolerance as long as 51% of the nodes are not acting maliciously.

Interval of time at which new blocks are generated is predictable. For PoOW and PoS
consensuses, this time varies.

High transaction rate.

Far more sustainable than algorithms like Proof of Work which require computational power.
Limitations :

PoA is not decentralized but is just an effort to make centralized systems more efficient.
PoA validators are visible to anyone. Knowing validators identities could potentially lead to
third-party manipulation.

Application of POA consensus :

PoA consensus algorithm may be applied in variety of scenarios and is deemed great option
for logistical applications such as supply chains.

Proof of Authority model enables companies to maintain their privacy while availing benefits

of blockchain technology. Microsoft Azure is another example where PoA is being




implemented. Azure platform provides solutions for private networks, with system that does
not require native currency like ether ‘gas’ on Ethereum, since there is no need for mining.

Azure nodes are pre-selected.




CHAPTER 6
PROOF OF CAPACITY & HYBRID POW/ POS

Proof of capacity mining is a very new mining method that is presently being employed

by one cryptocurrency, Burstcoin. Despite this, many people believe that proof of capacity is a

feasible alternative to the currently used mining techniques. It enables mining through the use

of hard disk space. A strategy like this offers a lot of benefits, and it’s something that a lot of

projects are looking at right now.

Purpose of Proof of Capacity:

The purpose of Proof-of-Capacity is as follows:

PoW is one of the most well-known mining methods nowadays. This entails a miner
using computer resources to solve difficult mathematical hash functions. A well-known
hashing method called the SHA-256 algorithm is utilized in the case of Bitcoin. These
hashing functions are one-way functions with just one solution possible. They need this
raw computational power to locate the exact function input in order to achieve the
desired function output. The hashing function takes the “nonce” as one of its input
variables. The miner will loop over the nonce until they find the proper hash. This is
brute-force computing, which takes a lot of time and effort to complete.

While the PoW algorithm worked well when Bitcoin was a relatively new technology,
the network has grown at an exponential rate. To keep block timings consistent, the
Bitcoin system is intended to increase mining difficulty. As a result, mining has grown
so tough that only the most powerful computers, known as ASIC, can do it.

In order to solve the hash functions, they also need a lot of computing power. The
energy invested by all miners who are unable to solve the hash functions in a timely
manner will be squandered.

As a result, smaller mining operations will have a considerably lower influence on
crucial choices made by bigger nodes. So, there is a pressing need for a new mining
method that is less energy-intensive than PoW and allows for adequate network

decentralization. This is where the concept of Proof-of-Capacity comes into play.

Features:

The features of Proof-of-Capacity are as follows:

Proof-of-Capacity consensus is an improvement on the well-known Proof-of-Work

blockchain consensus technique.



https://www.geeksforgeeks.org/what-is-a-cryptocurrency/
https://www.geeksforgeeks.org/proof-of-work-pow-consensus/
https://www.geeksforgeeks.org/difference-between-sha1-and-sha256/
https://www.geeksforgeeks.org/what-is-bitcoin/
https://www.geeksforgeeks.org/what-are-hash-functions-and-how-to-choose-a-good-hash-function/
https://www.geeksforgeeks.org/how-mining-works/
https://www.geeksforgeeks.org/consensus-algorithms-in-blockchain/

« Even before mining is started, there is a need to dedicate the processing power and hard
disk storage. Because of this, the system is faster than the PoW.

« Proof-of-Capacity takes only four minutes to produce a block, but Proof-of-Work takes
10 minutes.

e It attempts to solve the PoW system’s hashing problem. There is a higher chance of
winning the mining conflict if there are more solutions or plots available on the
compulter.

How Proof-of-Capacity Works?
There are two components to Proof-of-Capacity. First, there’s the hard drive plotting and then
there’s the actual block mining.

Plotting: It may take days or even weeks to create the plot files, depending on the size of the
hard disk. Plotting is done with the Shabal hash. The crypto/hash function used in Burstcoin is
called Shabal. Shabal is a sluggish and hefty cryptocurrency. As a result, it’s excellent crypto
for Proof-of-Capacity cryptocurrencies like Burstcoin. This is due to the fact that the
precomputed hashes are stored while still being able to do smaller live verifications. Burst
makes use of Shabal256, a 256-bit variant of Shabal. The Shabal hashes are precomputed and
saved on a hard drive because they are difficult to calculate.

First, the hard drive is plotted. A list of all potential nonce values is constructed by hashing
data, including a miner’s account, over and over again. Each nonce is made up of 8192 hashes,
numbered from 0 to 8191. All the hashes are coupled into “scoops”, which are groups of two
neighboring hashes.

2. Mining: The second phase is the actual mining, which entails calculating a scoop humber
by a miner. For example, if a miner starts mining and creates scoop number 40, the miner would
then go to nonce 1’s scoop number 40 and utilize the data from that scoop to compute a deadline
value. For each nonce stored on the miner’s hard drive, the procedure is repeated to calculate
the deadline. The miner chooses the one with the shortest deadline after calculating all the
deadlines. Before a miner is authorized to produce a new block, a deadline denotes the amount
of time in seconds that has passed since the last block was generated. The miner can fabricate
a block and claim the block reward if no one else has done so inside this time frame. For
example, if miner A sets a minimum deadline of 40 seconds and no other miners can forge the
block within that time, A will be guaranteed the opportunity to forge the next block and be
paid.
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Applications:

Burstcoin is a cryptocurrency that operates on the Proof-of-Capacity principle. The
Burstcoin team plans to look at a variety of use cases, including everything from
payment solutions to smart contracts, crowdsourcing, and random messaging.
Burstcoin is a worthy initiative to test the possibilities of PoC since it offers a
compelling idea to consumers, companies, developers, and miners. Despite the fact that
there aren’t many cryptocurrencies that use Proof-of-Capacity today, a few projects are
gaining traction in this area.

Proof-of-Capacity, according to BXTB (which is a dual blockchain, a dual token
platform supported by the BXTB firm) has appeal in allowing users to mine the BXTB
governance token.

Permacoin repurposes Bitcoin’s POW for a more general purpose, establishing a
reliable, distributed storage system. Participants in PermaCoin must additionally save
chunks of a huge file in order to be eligible for the leader election. An authority ‘dealer,’
who signs file blocks, distributes the file.

Participants construct and commit to a unique hard-to-pebble graph in SpaceMint’s
consensus mechanism, which is based on a non-interactive form of proof-of-capacity

(called proof-of-space).

Advantages:

Any standard hard drive can be used, so there is an edge over other miners that have
invested in specialist equipment, such as ASIC mining for Bitcoin.

Mining with hard drives saves 30 times more energy than mining with ASICs.
Because everyone has a hard disk, the proof of capacity is more decentralized. We may
even mine from the hard disk of the Android phone.

Miners are not required to upgrade their equipment on a regular basis. Older hard disks
are just as capable of storing data as newer ones.

After mining is completed, one may wipe the hard drive and put it back in its original

use.

Perhaps this is why many in the bitcoin world see the mining algorithm as a new remedy for a

decentralized, environmentally friendly alternative.

Disadvantages:

Proof-of-capacity mining, on the other hand, has a number of drawbacks:

Technology has been embraced by a small number of developers.
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o Beyond the mining of the coins, the data plotted on the hard disk is useless. This
suggests that there is a lot of room that isn’t being used.

e Although Proof-of-Capacity mining has reduced entry hurdles, consumers might also
purchase bigger hard drives. Nothing prevents a person from obtaining considerably
larger hard drives and utilizing them to mine the majority of the money.

« If mining becomes popular, there is a chance that hackers will try to take advantage of
it. Mining malware is currently infecting many computers all over the world. PoW
mining can occasionally be detected as a cause of PC slowdown. Proof-of-Capacity, on
the other hand, makes it considerably more difficult to determine whether your excess

hardware space is being utilized for illegal reasons.




UNIT IV
KEY, WALLET AND ADDRESS
INTRODUCTION
KEY:

Key: Some amount of information is required to get the information of the cryptographic

algorithm.

TYPES OF KEY:

e Public Key
e Private Key

Public Key Private Key
Plain Text Encryption Cipher Text > Decryption Plain Text
—_—> i i
Algorithm Algorithm

Public Key: Public keys are designed to be public. They can be freely given to everyone or posted
on the internet. By using the public key, one can encrypt the plain text message into the cipher text.
It is also used to verify the sender authentication. In simple words, one can say that a public key is
used for closing the lock.

Private Key: The private key is totally opposite of the public key. The private key is always kept
secret and never shared. Using this key we decrypt cipher text messages into plain text. In simple
words, one can say that the private key is used for opening the lock.

WALLET

A Dblockchain wallet is a software that enables sending and receiving cryptocurrencies such as
Bitcoin, Ethereum, etc. It stores the record of transactions and also public and private keys which
are used to perform transactions.

« Apublic key is similar to an account number. If A wants to send some money to B using Bitcoin

when A sends the public key address to B. Anyone can send BitCoin using the public key.
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« A private key is similar to an account password. Only the account holder knows the private key.
The private key is used to send money.

Public-Private keys are always present in pairs. A traditional wallet stores the currency. While a

blockchain wallet never stores any cryptocurrencies. It contains the record of transactions performed

by the users. It also stores the public and private keys of the user.

What is Blockchain Wallet?

A blockchain wallet is a cryptocurrency wallet that is used to manage cryptocurrencies
like Bitcoin and Ethereum. It helps to exchange funds easily and the transactions are more secure as
they are cryptographically signed. The privacy and the identity of users are maintained and it
provides all the features that are necessary for secure and safe transfers and exchange of
cryptocurrencies.

ADDRESS

An address is a string of alphanumeric characters which identify an entity in the
blockchain network. Used to send and receive cryptocurrency transactions. A ledger which is
maintained on many nodes in a decentralized network. The records are stored in a chronological

order.




CHAPTER 2
TYPES OF ENCRYPTIONS
What is Encryption?

Encryption in cryptography is a process by which plain text or a piece of information is
converted into cipher text or text that can only be decoded by the receiver for whom the information
was intended. The algorithm used for the encryption process is known as cipher. It helps to protect
consumer information, emails, and other sensitive data from unauthorized access as well as secures
communication networks. Presently there are many options to choose from and find the most secure

algorithm that meets our requirements.

TYPES OF ENCRYPTION
There are two methods or types through which encryption take place, these below are
two types of encryption:
1. Symmetric Key Encryption
There are a few strategies used in cryptography algorithms. For encryption and decryption
processes, some algorithms employ a unique key. In such operations, the unigue key must be
secured since the system or person who knows the key has complete authentication to decode
the message for reading. This approach is known as “symmetric encryption” in the field of

network encryption.

Symmetric Encryption




2. Asymmetric Key Encryption

Some cryptography methods employ one key for data encryption and another key for
data decryption. As a result, anyone who has access to such a public communication will be
unable to decode or read it. This type of cryptography, known as “public-key” encryption, is
used in the majority of internet security protocols. The term “asymmetric encryption” is used

to describe this type of encryption.

= =

Asymmetric Encryption

How does Encryption work?

When data or information is shared over internet, it passes via a number of global
network devices that are a component of the public internet. Data that is transmitted via the
open internet leads to the risk of being stolen or hacked by hackers. Users can install particular
hardware or software to guarantee the safe transfer of data or information in order to avoid this.
In network security, these operations are referred to as encryption. The process of transforming

plaintext into ciphertext, is called encryption. A cryptographic key, or a collection of agreed-

upon mathematical values, is used during the encryption process. The data is decrypted by the
recipient using the key, restoring readable plaintext. Because brute force assaults, which
involve testing random numbers until the right combination is known, are less likely to be used
by third parties to decrypt data, encryption is more safe the more difficult the cryptographic
key. Passwords are also secured by encryption. Hackers cannot decipher your password

because password encryption techniques jumble it up.
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Difference Between Symmetric and Asymmetric Key Encryption

Symmetric Key Encryption: Encryption is a process to change the form of any message in order to
protect it from reading by anyone. In Symmetric-key encryption the message is encrypted by using a
key and the same key is used to decrypt the message which makes it easy to use but less secure. It also
requires a safe method to transfer the key from one party to another.

Asymmetric Key Encryption: Asymmetric Key Encryption is based on public and private key
encryption techniques. It uses two different key to encrypt and decrypt the message. It is more secure

than the symmetric key encryption technique but is much slower.

Symmetric Key Encryption Asymmetric Key Encryption
It only requires a single key for both encryption | It requires two keys, a public key and a private
and decryption. key, one to encrypt and the other to decrypt.
The size of ciphertext is the same or smaller than | The size of ciphertext is the same or larger
the original plaintext. than the original plaintext.
The encryption process is very fast. The encryption process is slow.
It is used when a large amount of data needs to It is used to transfer small amount of data.
be transferred.
It only provides confidentiality. It provides confidentiality, authenticity, and

non-repudiation.

The length of key used is 128 or 256 bits The length of key used is 2048 or higher

In symmetric key encryption, resource utilization | In asymmetric key encryption, resource
Is low compared to asymmetric key encryption. utilization is high.

It is efficient as it is used for handling large It is comparatively less efficient as it can
amount of data. handle a small amount of data.
Security is lower as only one key is used for both | Security is higher as two keys are used, one for
encryption and decryption purposes. encryption and the other for decryption.
The Mathematical Representation is as follows- | The Mathematical Representation is as
P=D (K, E(K, P)) follows-

P = D(Kd, E (Ke,P))
where K —> encryption and decryption key where Ke — encryption key
P —> plain text
D —> Decryption Kd —> decryption key
E(K, P) —> Encryption of plain text using K D —> Decryption

E(Ke, P) —> Encryption of plain text using
encryption key Ke. P —> plain text
Examples: 3DES, AES, DES and RC4 Examples: Diffie-Hellman, ECC, El Gamal,
DSA and RSA
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CHAPTER 3
PUBLIC & PRIVATE KEY
PUBLIC KEY
What is public key cryptography?

Public key cryptography is a method of encrypting or signing data with two different
keys and making one of the keys, the public key, available for anyone to use. The other key is
known as the private key. Data encrypted with the public key can only be decrypted with the
private key. Because of this use of two keys instead of one, public key cryptography is also
known as asymmetric cryptography. It is widely used, especially for TLS/SSL, which makes
HTTPS possible.

Introduction to Public-Key Cryptography

Most of the time blockchain uses public-key cryptography, also known as asymmetric-
key cryptography. Public key cryptography uses both public key and private key in order to
encrypt and decrypt data. The public key can be distributed commonly but the private key cannot
be shared with anyone. It is commonly used for two users or two servers in a secure way.

Why Do We Need Public-Key Cryptography?

« Insymmetric-key cryptography, a single key is used to encrypt and decrypt the message.
Here, the possibility of data loss or unauthorized access to data is high. To overcome
the unauthorized access of data and data sent securely without any loss, we use public-
key cryptography.

« Public-key cryptography is more secure than symmetric-key cryptography because the
public key uses two keys to encrypt and decrypt the data

« Public-key cryptography allows users to hide the data that they want to send. The sender
encrypts the data and the receiver decrypts the data. The encrypted message is not
understood by unauthorized users.

Working On Public-Key Cryptography
Suppose, the sender wants to send some important message to the receiver.

« The sender first creates a message in the form of plain text which is in a readable format.

o The sender knows the public key of the receiver but doesn’t know the private key of the
receiver because the receiver keeps secret his private key. With the help of the public

key of the receiver and the private key of the sender, the sender generates the encrypted
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message i.e. called cipher text. Cipher text is in an unreadable format. In this step, plain
text converts into cipher text.

Now, cipher text reaches the receiver end. The receiver knows its own private key, and
with the help of the private key receiver converts the cipher text into readable format

I.e. plain text.

The below example shows the working of public-key cryptography.

Anurag's Public Key Anurag's Private Key

Anurag, This article
belongs to public

key cryptography

Anurag, This article
belongs to public

key cryptography

) fhghZ % %#Sbvcmn 3
Encryption ghhhhijkli&*@wer | Decryption

Sachin [Plain Text] Anurag [Plain Text]

Let us try to under the working of public-key cryptography with an example. Suppose Sachin

Is the sender who wants to send a message to Anurag. Here Anurag is the receiver.

Sachin uses Anurag’s public key to encrypt the message and Anurag uses his own
private key to decrypt the message.

First Sachin creates plain text. Sachin has access to Anurag’s private key and cipher
text. Using Anurag’s public key and his own public key,

Sachin will generate an encrypted message i.e. cipher text which is in an unreadable
format. After applying the encryption process plain text converts into cipher text.

Now, Anurag receives a cipher text. First Anurag will decrypt the cipher text message
into a readable format. For decrypting Anurag will use the private key. Now cipher text
converts into plain text and is readable by the receiver. Because Sachin keeps his
private key, Anurag knows that this message couldn’t have come from anyone else. This

Is also called a digital signature.

Benefits of Public-key Cryptography

Authentication: It ensures to the receiver that the data received has been sent by the
only verified sender.

Data integrity: It ensures that the information and program are changed only in a
specific and authorized manner.

Data confidentiality: It ensures that private message is not made available to an

unauthorized user. It is referred to as privacy or secrecy.




Non-repudiation: It is an assurance that the original creator of the data cannot deny the
transmission of the said data to a third party.

Key management: Public-key cryptography allows for secure key management, as the
private keys are never transmitted or shared. This eliminates the need for a secure
channel to transmit the private key, as is required in symmetric key cryptography.
Digital signatures: Public-key cryptography allows for the creation of digital
signatures, which provide non-repudiation and can be used to verify the authenticity and
integrity of data.

Key exchange: Public-key cryptography enables secure key exchange between two
parties, without the need for a pre-shared secret key. This allows for secure
communication even if the parties have never communicated before.

Secure communication: Public-key cryptography enables secure communication over
an insecure channel, such as the internet, by encrypting the data with the public key of
the recipient, which can only be decrypted by the recipient’s private key.

Versatility: Public-key cryptography can be used for a variety of purposes, such as
secure communication, digital signatures, and authentication, making it a versatile tool

for securing data and communications.

Limitation of Public-Key Cryptography

One can encrypt and decrypt the fixed size of messages or data. If there is an attempt to
encrypt or decrypt a large size of the message, then the algorithm demands high
computational power.

The main disadvantage of this algorithm is that if the receiver losses its private key then
data/message will be lost forever.

If someone has access private key, then all data will be in the wrong hand.

There are many secret-key which is faster than public-key cryptography.

Key distribution: The process of securely distributing public keys to all authorized
parties can be difficult and time-consuming, especially in large networks.
Performance: Public-key cryptography is generally slower than symmetric-key
cryptography due to its more complex algorithms, making it less suitable for
applications that require fast processing speeds.

Security assumptions: Public-key cryptography relies on mathematical assumptions

about the difficulty of certain problems, such as factoring large numbers, which may




not hold true in the future. As a result, public-key cryptography is vulnerable to future
advancements in computing power and algorithmic breakthroughs.

Susceptibility to man-in-the-middle attacks: Public-key cryptography is vulnerable
to man-in-the-middle attacks where an attacker intercepts and alters the public key
before it reaches the intended recipient. This can result in the attacker being able to
decrypt the message or impersonate the sender.

Complexity: Public-key cryptography can be more complex to understand and
implement than symmetric-key cryptography, requiring specialized knowledge and

expertise.

Private Key Cryptography

Private key encryption is an encryption method that allows users to send and receive

information securely over a network. As part of the blockchain, private key cryptography is

used to ensure the security of transactions and ownership of digital assets.

What is Private-Key Cryptography?

Private key cryptography also known as symmetric-key cryptography is an encryption method

in which a single key is used to encrypt and decrypt data. This key is kept secret between the

sender and receiver and is used to encrypt and decrypt messages. Private key encryption is

widely used to secure communications over the Internet because it ensures that only the

intended recipient can read the message.

In private key cryptography, to encrypt a message, the sender uses a key to scramble
the plaintext into ciphertext. Cipher text can only be decrypted with the same key,
known only to the sender and receiver.

Although private key encryption is useful for secure communications, it has some
limitations. One of the biggest limitations is key distribution. Since the same key is used
for encryption and decryption, both the sender and receiver must have the key. This can
be difficult to achieve, especially when communicating with multiple parties.

To overcome this limitation, public key cryptography was developed. Public key
cryptography, also known as asymmetric key cryptography, uses two keys (public and
private) to encrypt and decrypt data. The public key is used for encryption and the
private key is used for decryption. It allows users to communicate securely without

sharing keys.




Why Do We Need Private-Key Cryptography?

Private key cryptography is an important part of blockchain technology because it provides a

secure way to sign transactions and prove ownership of digital assets. Blockchain is a

decentralized system in which multiple parties participate in transactions and ownership of

digital assets can be transferred between them.

Ensures security and integrity of transactions: To ensure the integrity and security
of these transactions, private key cryptography is used. Each blockchain participant has
a unique private key, which is used to sign transactions. When a private key is used to
sign a transaction, it generates a digital signature to verify the authenticity of the
transaction. This digital signature ensures that only the owner of a particular asset can
transfer it, preventing unauthorized access to the asset.

Provides a secure way to prove ownership of digital assets: Without private key
encryption, there is no secure way to prove ownership of digital assets or verify the
authenticity of transactions. This could lead to fraudulent transactions and could
compromise the integrity of the blockchain system.

Provides anonymity of transactions: In addition to ensuring transaction security and
ownership of digital assets, private key cryptography can also provide anonymity for
blockchain transactions. Since transactions are signed using private keys rather than
personally identifiable information, users can remain anonymous while participating in

the blockchain network.

In general, private key cryptography is essential in blockchain technology because it provides

a secure and decentralized way to transfer ownership of digital assets while maintaining system

integrity.

How Does Private Key Cryptography Work?

Private key cryptography, also known as symmetric-key cryptography, is an encryption

method that uses a single key to encrypt and decrypt data. The key is kept secret and shared

between the sender and receiver.




Private Key Encryption (Symmetric)
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Here’s how private key encryption works:

1. Key generation: First, a secret key is generated. The key is a long string of random
characters that are kept secret by the sender and receiver.

2. Encryption: To encrypt a message, the sender uses a key to scramble the plaintext into
ciphertext. The sender then sends the ciphertext to the receiver.

3. Decryption: To decrypt the ciphertext, the recipient uses the same key that was used to
encrypt the message. The receiver applies the reverse operation of the encryption
algorithm to the ciphertext to recover the original plaintext message.

Private key cryptography provides security because the key is kept secret between the sender
and receiver. Anyone intercepting the ciphertext cannot decrypt it without knowing the key.
This means that private key cryptography can be used to ensure message confidentiality.
Benefits of Private Key Cryptography

Private key cryptography is an important part of blockchain technology, and it has several
advantages that make it an invaluable tool for securing the network and enabling secure
transactions. Here are some key benefits of private key cryptography in the blockchain context:

1. Secure Transactions: Private key cryptography guarantees the authenticity and
integrity of transactions by providing a secure way to sign transactions and ownership
of digital assets. Proof that transactions signed with a private key are verified by the
blockchain network, preventing fraudulent transactions and ensuring that only the
rightful owner can transfer digital assets.

2. Hack Prevention: Private key encryption protects blockchain networks from hacking

and unauthorized access to digital assets. Each blockchain participant has a unique




private key that is used to sign transactions, making it difficult for hackers to gain access
to the network or steal digital assets.

3. Anonymity: Private key encryption provides anonymity to blockchain transactions by
allowing users to remain anonymous while participating in the blockchain network.
Transactions are signed using private keys rather than personally identifiable
information to ensure user privacy.

4. Scalability: Compared to other encryption methods, private key encryption is relatively
fast and suitable for expanding blockchain networks. Private key cryptography can be
used to secure and process large volumes of transactions, allowing blockchain networks
to scale and support growing numbers of users and transactions.

Limitations of Private Key Cryptography

Private key cryptography, also known as symmetric-key cryptography, has several limitations
that can make it difficult to use in some situations. Here are some key limitations of private
key cryptography:

1. Key distribution: One of the most important limitations of private key cryptography is
key distribution. To communicate securely using private key cryptography, both sender
and receiver must have access to the same key. This can be difficult when
communicating with many different parties, especially when the parties are
geographically dispersed.

2. Key management: Private key encryption requires secure key management to prevent
unauthorized access to keys.
If the key is compromised, it can be used to decrypt messages and access sensitive
information. This requires the use of secure key management practices and
infrastructure, which can be expensive and difficult to implement.

3. Lack of forward secrecy: Private key encryption does not provide forward secrecy,
which means that if the key is compromised, all past and future communications can be
decrypted. This contrasts with public-key cryptography, which provides forward
secrecy by using a temporary session key for each transaction.

4. Limited authentication: Private key encryption provides limited authentication
because the same key is used for encryption and decryption.
This means that anyone with access to the key can decrypt the message, which can be

problematic in situations where a high level of authentication is required.




5. Vulnerable to key length attacks: Private key encryption is vulnerable to key length
attacks, where an attacker tries to guess the key by brute force. This can be mitigated
by using longer key lengths, but it also increases processing time and overhead.

In general, private key cryptography has several limitations that can make it difficult to use in
some situations. Although it is an important tool for securing communications and transactions,
it is important to be aware of its limitations and to use encryption methods appropriate to the
situation.

Applications of Private Key Cryptography:

Private key cryptography has a multitude of applications that go beyond technology.

1) Secure Communication: Private key cryptography is utilized in forms of communication,
such, as email exchanges secure messaging applications and virtual private networks (VPNS).
Its purpose is to encrypt messages and data in such a way that only the intended recipient with
the corresponding key can decrypt and access the content.

2) Digital Signatures: Private key cryptography plays a role in creating signatures. These
signatures verify the authenticity and integrity of documents, contracts and transactions. This
Is especially important for conducting business related activities over the internet.

3) SSL/TLS Encryption: When you visit a website using “https ™ private key cryptography
comes into play. It ensures that any data exchanged between your web browser and the
websites server remains encrypted. This level of security keeps information like passwords and
credit card details.

4) Security: In the realm of Internet of Things (1oT) devices private key cryptography is
instrumental in securing communications and data exchange. It guarantees that data remains
both tamper proof within networks.

5) Software Licensing: Software licensing relies on cryptography to generate unique license
keys. These keys grant users access to features or functionalities within a software product.

6) Two Factor Authentication (2FA): Many 2FA systems utilize cryptography to generate
one-time codes or tokens. These codes add a layer of security during login processes, for
protection.

7) Secure Boot: Computer systems employ boot processes to guarantee that reliable software

Is loaded at startup thereby preventing the execution of unauthorized code.




CHAPTER 4
BITCOIN ADDRESS

What is Bitcoin?

There are a number of currencies in this world used for trading amenities. Rupee, Dollar, Pound
Euro, and Yen are some of them. These are printed currencies and coins and you might be
having one of these in your wallet. But bitcoin is a currency you can not touch, you can not see
but you can efficiently use it to trade amenities. It is an electronically stored currency. It can
be stored in your mobiles, computers, or any storage media as a virtual currency.

Bitcoin is an innovative digital payment system. It is an example of a cryptocurrency and the

next big thing in finance.
« ltis avirtual currency designed to act as money and outside the control of any person
or group thus eliminating the need for third-party in financial transactions.

o Itisused as a reward for the miners in bitcoin mining.

« It can be purchased on several exchanges.

There are 3 ways you can get a bitcoin in your electronic storage:

1. Trade Money For Bitcoin: Say that the value of a bitcoin is 1 lakh rupees, so if you
want a bitcoin, you can trade a bitcoin in place of 1 lakh rupees. This Bitcoin will further
be stored in your electronic storage media which you can further use.

2. Trade Goods For Bitcoin: Say that the value of a bitcoin is 1 lakh rupees and you have
a commodity that has its value as 1 lakh rupees, so you can trade that commodity in
place of a bitcoin, and the bitcoin will be stored in your electronic storage media.

3. Mine Bitcoins: Other than trading, you can also mine bitcoins. Since it is a
decentralized currency, there is no authority that brings bitcoins into the market.
Bitcoins only come into the market by mining them.

Brief History:

“Satoshi Nakamoto” is presumed to be the pen name for the person or people who designed
the original bitcoin. Bitcoin was first introduced in the year 2009 as a medium of exchange.
Bitcoin then started as a peer-to-peer network to generate a system for electronic transactions.
Since then, there has been a rapid growth in the usage as well as the value of bitcoin which is

a popular system of digital currency.
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Features:

Distributed: All bitcoin transactions are recorded in a public ledger known as the
blockchain. There are nodes in the network that maintain copies of the ledger and
contribute to the correct propagation of the transactions following the rules of the
protocols making it impossible for the network to suffer downtime.

Decentralized: There is no third party or no CEO who controls the bitcoin network.
The network consists of willing participants who agree to the rules of a protocol and
changes to the protocol are done by the consensus of its users. This makes bitcoin a
quasi-political system.

Transparent: The addition of new transactions to the blockchain ledger and the state
of the bitcoin network is arrived upon by consensus in a transparent manner according
to the rules of the protocol.

Peer-to-peer: In Bitcoin transactions, the payments go straight from one party to
another party so there is no need for any third party to act as an intermediary.
Censorship resistant: As bitcoin transactions are pseudo-anonymous and users possess
the keys to their bitcoin holdings, so it is difficult for the authorities to ban users from
using their assets. This provides economic freedom to the users.

Public: All bitcoin transactions are available publicly for everyone to see. All the
transactions are recorded, which eliminates the possibility of fraudulent transactions.
Permissionless: Bitcoin is completely open access and ready to use for everyone, there
are no complicated rules of entry. Any transaction that follows the set algorithm will be
processed with certainty.

Pseudo-anonymous: Bitcoin transactions are tied to addresses that take the form of

randomly generated alphanumeric strings.

Value of Bitcoin

A normal piece of paper and a currency note is physically the same but the value of the note is

decided by an authority or a centralized government. But Bitcoin is a currency that does not

have any centralized government or authority to control and decide its value. It is a

decentralized digital currency.

As of now, the value of 1 bitcoin is 23,54,953.68 Indian Rupees but this value fluctuates

as there is no centralized authority to control it.
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o In December 2011, the value of a Bitcoin was estimated to be 2 US dollars, in December
2013, it went up to about 1000 US dollars.
How Do Bitcoin Transactions Work?
Bitcoin transactions are digitally signed for security. Everyone on the network gets to know
about a transaction. Anyone can create a bitcoin wallet by downloading the bitcoin program.
Each bitcoin wallet has two things:
o Public key: It is like an address or an account number via which any user or account
can receive bitcoins.
« Private key: It is like a digital signature via which anyone can send bitcoins.
The public key can be shared with anyone but the private key must be held by the owner. If
the private key gets hacked or stolen then bitcoin gets lost.
A bitcoin transaction contains three pieces of information:
« Private key: The first part contains the bitcoin wallet address of the sender i.e. the
private key.
« Amount of bitcoin to be transferred: The second part contains the amount that has
been sent.
« Public key: The third part contains the bitcoin wallet address of the recipient i.e. the
public key.
Bitcoin transactions are verified by the nodes on the network. Once the transaction is verified
and executed successfully, the transaction is recorded in a distributed public ledger called a
blockchain. A bitcoin can also be considered as an invisible currency with only the transaction
records between different addresses.
How Do Bitcoins Come Into Market?
Bitcoins are a decentralized currency, they aren’t printed, like rupees, they’re produced by
people, and big companies, running computers all around the world, using software that solves
mathematical problems.
« Bitcoins are mined using the computing power of the distributed network. This network
also processes transactions made using Bitcoin.
« Bitcoins are mined on the basis of computing power, so they take time to be generated.
« To keep it valuable, it has been stated that only 21 million bitcoins can be created by

miners. By the year 2140, all the bitcoins will be created.




Around the world, thousands of computers with very high computing power are
processing transactions and securing the network by solving complex mathematical

calculations and collecting new bitcoins in exchange.

How Does Bitcoin Mining Work?

In the Bitcoin network, there are nodes that use the computing power of their CPU to process

the transactions. The following are the steps followed while mining a bitcoin:

The user initiates the bitcoin transaction by listing the details like the number of bitcoins
to be sent, and the public address, and affixing the private key to generate a digital
signature. The encrypted information to the miners present on the network.

The miners will verify the transaction to check whether there is sufficient balance to
carry out the transaction.

The faster the CPU of a miner, the greater the chances for the miner to get rewarded for
verifying the transaction. The miner’s job is only to provide the CPU, there is no manual
intervention from the miner. The bitcoin program will run automatically on the system.
Once the transaction is verified, the number of transactions is broadcasted to the
network of miners who can copy or download the block.

These blocks through timestamps are stored in sequential order to form a blockchain.
Each miner in the network must have an updated copy of the blockchain ledger in order

to earn bhitcoins.

How Do You Buy Bitcoin?

There are three ways to get a bitcoin:

1. Buying: Many marketplaces like Bitcoin exchanges allow users to buy or sell bitcoins using

different currencies. If one does not want to mine a bitcoin, it can be bought using a

cryptocurrency exchange. Most people will not be able to purchase the entire BTC due to its

price, so it is possible to buy portions of BTC on these exchanges in fiat currency like U.S.

Dollars. The following steps can be followed to buy bitcoin outside the online exchanges:

Each person who joins the bitcoin network is issued a public key and a private key.
When a person buys a bitcoin or sends/receives it, the person will receive a public key.
The person can only access the bitcoin using the private key (it has) with the public key

(it received).

2. Mining: People on the bitcoin network compete among themselves to mine bitcoins using

computers to solve complex maths puzzles. This is how bitcoins are created.




3. Transfer: Bitcoin can be transferred from one account to another just like digital cash using

mobile applications or computers.

How is Bitcoin Used?

Below are some of the ways of using bitcoin:

Payment: Bitcoin is accepted as a mode of payment for goods and services at many
merchants, and retailers. To use bitcoin, wallets are required. cryptocurrency wallets
contain private keys to the bitcoin, which need to be entered while conducting a
transaction.

Investing: portfolio: Bitcoin grew in popularity which made Investors and Individuals
interested in investing in the cryptocurrency Bitcoin. Individuals can invest in Bitcoin

to help diversify their portfolio of stocks and bonds.

Benefits of Bitcoin

The following are some of the advantages of using bitcoins:

User anonymity: Bitcoin users can have multiple public keys and are identified by
numerical codes. This ensures that the transactions cannot be traced back to the user.
Even if the wallet address becomes public, the user can generate a new wallet address
to keep information safe.

Transparency: Bitcoin transactions are recorded on the public ledger blockchain. The
transactions are permanently viewable, which gives transparency to the system but they
are secure and fraud-resistant at the same time due to blockchain technology.
Accessibility: Bitcoin is a very versatile and accessible currency. It takes a few minutes
to transfer bitcoins to another user, so it can be used to buy goods and services from a
variety of places accepting bitcoins. This makes spending bitcoin easy in another
country with little or no fees applied.

Independence from central authority: Bitcoin is a decentralized currency, which
means there is no dependence on any single governing authority for verifying
transactions. This means that the authorities are not likely to freeze or demand back the
bitcoins.

Low transaction fees: Standard wire transfers involve transaction fees and exchange
costs. Since bitcoin transactions do not involve any government authority so the

transaction fees are very low compared to bank transfers.




Drawbacks of Bitcoin

The following are some of the cons of using bitcoin:

Volatility: There are various factors that contribute to the bitcoin’s volatility like
uncertainty about its future value, security breaches, headline-making news, and one of
the most important reasons is the scarcity of bitcoins. It is known that there is a limit of
21 million bitcoins that could ever exist which is why some regard bitcoin as a scarce
resource. This scarcity makes bitcoin’s price variable.

No government regulations: Unlike the investments that are done through central
banks, bitcoins transactions are not regulated by any central authority due to a
decentralized framework. This means that bitcoin’s transactions don’t come with legal
protection and are irreversible which makes them susceptible to crimes.

No buyer protection: If the goods are bought using bitcoins and the seller does not
send the promised goods then nothing can be done to reverse the transactions and since
there is no central authority so no legal protection can be provided in this case.

Not widely accepted: Bitcoins are still only accepted by a small group of online
merchants. This makes it unfeasible to rely completely on bitcoin as a currency and
replace it with traditional bank transactions.

Irreversible: There is a lack of security in bitcoin transactions due to the anonymous
and non-regulated nature of the bitcoin transactions. If the wrong amount is sent or the
amount is sent to the wrong recipient then nothing can be done to reverse the

transactions.




CHAPTER 5
WALLET & TYPES OF CRYPTO WALLET
What is Blockchain Wallet?
A blockchain wallet is a software that enables sending and receiving cryptocurrencies such as

Bitcoin, Ethereum, etc. It stores the record of transactions and also public and private keys

which are used to perform transactions.

o A npublic key is similar to an account number. If A wants to send some money to B using
Bitcoin when A sends the public key address to B. Anyone can send BitCoin using the
public key.

o A private key is similar to an account password. Only the account holder knows the
private key. The private key is used to send money.

Public-Private keys are always present in pairs. A traditional wallet stores the currency. While
a blockchain wallet never stores any cryptocurrencies. It contains the record of transactions
performed by the users. It also stores the public and private keys of the user.

What is Blockchain Wallet?

A Dblockchain wallet is a cryptocurrency wallet that is used to manage cryptocurrencies like
Bitcoin and Ethereum. It helps to exchange funds easily and the transactions are more secure
as they are cryptographically signed. The privacy and the identity of users are maintained and
it provides all the features that are necessary for secure and safe transfers and exchange of
cryptocurrencies.

Features Of Blockchain Wallet:

« Secure: Blockchain wallets are secure as they carry on the private key that needs to be
secured. There are no cryptocurrencies in blockchain wallets.

« Easy to Use: Blockchain wallets are easy to use as they are just like any other digital
wallets like Paytm that everyone uses in day-to-day life.

o Low transaction fees: The cost of transferring funds using blockchain wallets is much
lower than that of traditional bank transactions.

« Instant transactions: Blockchain wallets allow users to instantly transfer funds across
different geographics and these are barrier-free and without intermediaries.

o Allows multiple cryptocurrencies: Blockchain wallets allow transactions across

multiple cryptocurrencies and thus helping users to do easy currency conversions.
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Why Use Blockchain Wallet?

Traditional wallets have many drawbacks due to which blockchain wallets have an edge over

traditional wallets. Below are some of the reasons for using blockchain wallets:

Transactions are often slow in traditional banking systems and have to pass through an
intermediary which means that there is a single central point of failure.

There is an issue with keeping track of all the transactions, and accounts, the data can
get manipulated or even corrupted across multiple systems.

Blockchain wallets reduce all of these problems and hence make the transactions secure

and safe for the users.

How Do Blockchain Wallets Work?

The blockchain wallet stores the private keys and public keys for a transaction. The wallet

enables users to sell, and purchase goods using cryptocurrencies. Let’s understand how a

blockchain wallet actually works and what are private and public keys in a blockchain wallet.

When a blockchain wallet is created, a public key is generated, and one can share that
public key with anyone in order to receive funds.

Private keys as the name suggest is a secret key that cannot be shared with anyone.
Public keys on the other hand can be shared with anyone.

They have a relationship similar to a lock and a key. Where a lock can be opened with
a correct matching key only, similarly in a transaction if a public key matches the private
key only then the users can see the value of their assets.

No matter how many people have a public key but it will only be useful when it is paired

with the right private key.

Let’s understand this with the concept of the email address.

To receive an email from someone, the user has to tell his/ her email address but the
received email can only be unlocked using the correct password for the account.

Public keys are similar to the email address that can be given to anyone, and private
keys are similar to the account password, that cannot be shared. The private key should
not get hacked, if it happened then there is a possibility that the account is compromised.

The private key is used to spend funds.

Types of Blockchain Wallets

The following are the different types of blockchain wallets:




1. Hot Storage: Hot storage refers to the type of storage that is connected to the Internet. Hot
storage, being connected to the Internet, allows the user easy and quick access to funds. It is
helpful in daily transactions. But, it also has some disadvantages. It is more vulnerable to
hacking and cybercrime. If the private key is lost then there is no longer access to coins. Also,
if the private key is stolen by someone then it causes to loss of coins. The different types of hot
storage wallets are Online(Cloud), Desktop, and Mobile wallets.

« Online(Cloud) Wallets: These types of wallets are the most convenient but at the same
time, least secure. It is used to store private keys and transaction records online (on
another server). This makes keys vulnerable to hacking as they are being stored by a
third party. Online wallets should be used to store less amount of money that is going
to be used for short-term storage i.e. daily transactions in exchange services. Examples:
Exchanges like Bittrex or QuadrigaCX, and Online wallets like Coins.ph and
GreenAddress.

« Desktop Wallets: Desktop wallets provide a better level of security than online wallets
as they are downloaded and installed on a single computer. The funds related to an
account can only be accessed through that device which makes it a bit secure at the cost
of convenience. However, it is also vulnerable to hacking if the computer gets
compromised. Examples: Exodus, Multibit, Armory, and Bitcoin Core.

« Mobile Wallets: Mobile wallets are similar to desktop wallets in terms of providing
better security than online wallets at the cost of convenience. However, it is a bit easier
to use than desktop wallets as they are used by installing an app on a mobile phone
which is smaller and simpler than desktop wallets. But, if the phone will damage then
it will not be able to access funds, as in desktop wallets. Examples: Jaxx, BreadWallet,
Myecelium, and CoPay.

2. Cold Storage: Cold storage refers to the type of storage that is not connected to the Internet.
It is also known as offline storage. Cold storage provides a higher level of security than hot
storage. It is useful for long-term storage, unlike hot wallets. However, a higher level of
security is provided at the cost of convenience. It is not ideal for daily transactions. Although
it is secure, it is vulnerable to external damage and loss. The different types of cold storage
wallets are hardware wallets and paper wallets.

o Hardware Wallets: Hardware wallets are used to store coins/funds on a hardware

device. The private keys are stored in an offline device, unlike hot wallets, but




transactions do require an Internet connection to execute. It provides a higher level of
security than hot wallets as they are stored offline in a physical device. However, the
problem with these wallets is to trust the company from which buy the devices. It can
log private keys and compromise accounts. Also, one should take extra care not to use
second-hand hardware wallets. Examples: Ledger, Trezor, and KeepKey.

« Paper Wallets: Paper wallets provide the highest level of security than all the other
types of wallets. The private keys are stored on paper and then kept in a secure location
that is known only by the people that are trusted. Paper wallets are well protected against
any type of hacking and malware. However, one thing to consider when using paper
wallets is that paper can be worn out with time. If they are printed, the printer ink can
leak in case of contact with water or increased temperature. Examples: BitAddress.org
and Bitcoin Armory allows you to print your paper wallet.

3. Multi-signature wallet: Multi-signature wallets are those wallets that require more than one
private key to execute a transaction. The number of private keys required depends upon the
initial configuration of that wallet. It can either be 2-o0f-3 keys, or 3-0f-5 keys. It contains two
main advantages:

« It provides more security and prevents any single point of failure. In 2-0f-3, even if the
hacker gets hold of one private key, It cannot do anything malicious. A hacker needs to
hack more than one account simultaneously.

« Also, it provides decentralization. Suppose an organization has 5 board members and
each of them holds a private key to the organization’s account. 3 private keys are
required to perform a transaction. No one is in majority and decisions can be made
democratically. Even if one member loses interest in the project, other members can
still work for the profit of their organization. Example: BitGo

4. Multi-currency wallet: Multi-currency wallets, as the name suggests, are those types of
wallets that allow the user to store more than one cryptocurrency in the same wallet. This
means that it can perform transactions that require Bitcoin, Ethereum, etc. using the same
wallet. Also, an additional feature that allows converting one cryptocurrency to another is
desirable and can be achieved through ShapeShift integration in your wallet. Example: Exodus
Criteria To Choose Blockchain Wallet

It depends on the preference and usage type. There is a tradeoff between convenience and

security.




Convenient wallets are less secure while secure wallets are not as convenient to use.

If the funds are used for a shorter time and easily accessible for day-to-day transactions
then choosing hot wallets while cold wallets will be helpful if considering storing funds
for a longer period of time.

Choose a blockchain wallet that allows one to control the private keys and save them
on the local device or offline.

Choose a blockchain wallet compatible with multiple operating systems.

Choose a blockchain wallet that comes with a backup seed phrase and with security
features like passwords.

Select a wallet that is easy to use and has an active development company for

maintenance, support, and improvement.

Benefits of Blockchain Wallets

The following are some of the benefits of blockchain wallets:

No geographic barriers: Blockchain wallets helps to facilitate borderless transactions
across different geographic locations without difficulties of conversions and expenses
of foreign exchange.

No intermediaries: There are no intermediaries in transactions carried out using
blockchain wallets. Thus, there is no single point of failure as there is a central
governing authority.

Fewer transaction fees: There are fewer transaction costs using blockchain wallets,
especially when transacting huge amounts of money.

Security: Blockchain wallets provide better security and privacy of transactions due to
the use of cryptography.

Simple signups: Blockchain wallets have simple sign-up procedures compared to bank
accounts that have strict legal and complicated procedures and verification needs.

Easy to manage: They are easy to create, and manage.

Challenges of Using Blockchain Wallets

There are many advantages of blockchain wallets over traditional bank accounts but there are

some challenges also in using blockchain wallets:

Low acceptance: They have low acceptance and applications as there are still many

retailers and merchants that don’t accept cryptocurrencies.




Price fluctuation: The volatility of cryptocurrencies is one major cause of the less
popularity of blockchain wallets.

Limited network: Blockchain wallets have limited support for legacy and the network
is also limited.

Complicated Refunds: If the cryptocurrency is transferred mistakenly into some
person’s account, then there is no way to get a refund of the amount paid. All one can
do is to ask the person for a refund and if the request is turned down, then just forget
about the money.

Securing seed phrase: The security of the account may get compromised if the seed

phrase is not kept secure.




UNIT 5
ETHEREUM & SMART CONTRACT
CHAPTER 1
COMPARE TO BITCOIN
Blockchain

In Blockchain every block contains a cryptographic hash of the previous block, a
timestamp, and transaction information. In other words, blockchain is a distributed database
technology, which restricts bitcoin. In fact, any digital asset. It enables multiple parties to
transact, share valuable data, and pool their resources in a secure yet tamper-proof manner.
Data contained within the blockchain is distributed across many computers and is therefore
decentralized. Due to decentralized nature blockchains are incredibly secure as there is no
single point of attack.

Bitcoin

The Bitcoin Network is the network of computers throughout the world that are
connected together, to actually process Bitcoin payment transactions between Bitcoin
accounts. These computers are referred to as miners and are owned by individual people and
companies around the world.

The Bitcoin Network is very secure. There is no possibility of ‘Double Spending’ and
the system has been specifically designed and coded to make creating counterfeit Bitcoin or
fake transactions impossible.

Bitcoin is one of the earliest cryptocurrencies to use blockchain technology in facilitating
peer-to-peer payments. Through a decentralized network, bitcoin offers a reasonably low

transaction fee compared to popular payment gateways.

S.No. | Basis Blockchain Bitcoin
Comparison
1. What is it? | A Distributed Database A cryptocurrency
2. Main Aim To provide a low cost, safe | To simplify and increase

and secure environment for |the speed of transactions
peer to peer transactions without much of

government restrictions.




3. Trade

Blockchain can easily transfer
anything from currencies to

property rights of the stock

Bitcoin is limited to trading

as a currency.

4, Scope

It is more open to changes and
hence has the backing of many

top companies.

The scope of bitcoin is

limited.

5. Strategy

Blockchain can be adapted to
any changes and hence it can

cater to different industries.

Bitcoin focuses on lowering
the cost of influencers and
reducing the time of
transactions but is less

flexible.

6. Status

As blockchain works with
various businesses, it should
have compliance with KYC and
other norms. Hence blockchain

Is transparent.

Bitcoin likes to be anonymous
and hence even though we can
see the transactions in the
ledger, they are numbers that
are not in a particular

sequence.

I’ve found that the best way to explain the security of the BlockChain and Bitcoin Network

Is to compare some of the points of Bitcoin with a more familiar setting, such as a bank.

Bitcoin adheres to very strict rules through its coding. For the purpose of this comparison,

we are applying the same rules to the banking system to allow for a fair comparison.

Bitcoin System (BlockChain & Bitcoin Networ

Bank System

There is only one Bitcoin BlockChain.

There is only one bank in the world.

The Bitcoin system knows exactly how many

Bitcoins exist in the world.

Bank knows exactly how much money

exists in the world.

Knows where all Bitcoin came from and when it

was created.

Knows where all money came from

and when it was created.

Knows every transaction ever made between

accounts.

Knows every transaction ever made

between accounts.

The ledger showing all transactions ever made

is publicly viewable.

The ledger showing all transactions

ever made is publicly viewable




Knows exactly how much Bitcoin is in each | Knows exactly how much money is in

account. each account.

The above points are factually true for Bitcoin, they are hard-coded, cannot change,
and cannot be interpreted in any other way than they are written. These points are obviously
not true for our current banking systems but for the purpose of this comparison, we are
applying these rules to the banking system.

As well as the above points, the BlockChain and Bitcoin Network must process the
transaction list in full every time transactions are made and more than 50% of the network
must agree that the transactions are the same.

Each miner in the network has their own copy of the ledger which shows every
transaction ever made from the very first Block to the present day.

Every transaction in the ledger from the very start to the present day is checked and
confirmed by the miners each time a new block is processed.

In order to insert a ‘counterfeit’ transaction into the BlockChain or Bitcoin Network
the counterfeit transaction would have to be put into over half of the miners-ledgers
throughout the world at precisely the exact same time and because of the sheer size of the
Bitcoin Network no one has that much computer processing power and it would cost too

much money to “hack” the network.




CHAPTER 2
ETHEREUM’S COMPONENTS

Ethereum network is an ever-evolving rich ecosystem that comprises numerous

components that define the basis and functionality of decentralized applications (DApps)

and smart contracts. The Ethereum network is build on a blockchain, which is a distributed

ledger that records transactions across a network of computers (basically a digital ledger).

In this article, we are going to discuss the overview of Ethereum Network and will discuss

the benefits, and finally conclude with components of the Ethereum network. Let’s discuss

it one by one.

Overview:

Vitalik Buterin, a programmer, proposed Ethereum in 2013. The network went live
in 2015, with an initial supply of 72 million coins, after being crowdfunded in 2014.
The Ethereum Virtual Machine (EVM) can run decentralized programs and execute
scripts. Ethereum is used for decentralized banking, the production and distribution
of non-fungible tokens (NFTs), and many ICOs.

After Bitcoin, Ethereum is quoted as the second most prevalent crypto-currency.
Unlike Bitcoin, Ethereum is proposed to be much more than simply a means of
exchange or a store of value.

Ethereum, on the other hand, refers to itself as a decentralized computer network
based on blockchain technologies. Ethereum is built on top of a blockchain network.
A blockchain is a transparent, distributed public ledger that verifies and records all
transactions. Everyone on the Ethereum network has an exact copy of this ledger,
which allows them to view all previous transactions.

The Ethereum network allows users to build and run apps, smart contracts, and other
transactions. These features are not available in Bitcoin.

It is only used as a medium of exchange and a store of cash. There is no boundary on
how much Ether tokens can be produced while Bitcoin can only deliver 21 million

coins.
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« All, regardless of context or location, have access to digital money and data-friendly
resources thanks to Ethereum. It’s the technology that powers the ether (ETH) and
thousands of other apps available today.

o The Ethereum Virtual Machine (EVM) is run by Ethereum clients, which may be
built in any popular programming language.

Benefits of Ethereum client implementations:
There are several benefits to having so many Ethereum client implementations, including
the following as follows.

1. It strengthens the network’s bug resistance.

2. It keeps development resources from being centralized.

3. In general, team contests aid in the discovery of the best solutions to common and
difficult problems.

4. In mining, prototyping, DApp development, and other areas, each customer may have
a distinctive emphasis, strength, and weakness. DApp developers and private
Ethereum blockchain operators may pick and choose which ones best suit their
purposes.

Components of Ethereum Network:

Component-1 :

Nodes —

There are two types of nodes in an Ethereum network. They are as follows.

1. Mining Node —

These nodes are responsible for writing all the transactions that have occurred in the

Ethereum network in the block.

2. Ethereum Virtual Machine Node -
These are the nodes in the Ethereum network in which Smart Contracts (it is a type
of contract between supporter and developer in which there are a set of rules based
on which both the parties agree to interact with each other. The agreement will be
automatically executed when the pre-defined rules are met.) are implemented. By
default, this node utilizes a 30303 port number for the purpose of communication
among themselves.

3. Seed Node




4.

Peer Node

Component-2 :
Ether —

Just like we have money to do the exchange of goods in real world, we need Ethers
to exchange data or perform any kind of operation in Ethereum Blockchain. Ether is
a type of cryptocurrency used in the Ethereum network just like a bitcoin is used in a
blockchain network. It is a peer-to-peer currency, similar to Bitcoin. It tracks and
promotes each transaction in the network.

It is the second-largest cryptocurrency in the world. The first one is Bitcoin. Other
cryptocurrencies can be used to get ether tokens, but vice versa is not true.

It means that ether tokens can’t be interchanged by other cryptocurrencies to render
computing power for Ethereum transactions. Ether is paid as a commission for any
execution that affects the state of Ethereum.

It is used in the Ethereum algorithm as an incentive for miners who connect blocks
to the blockchain using a proof-of-work method.

It is the only currency that can be used to pay transaction costs, which go to miners
as well. The block reward, as well as transaction fees, provide miners with an
opportunity to keep the blockchain rising.

Aside from paying for transactions, ether is often used to purchase gas, which is used

to pay for the computation of any transaction on the Ethereum network.

Component-3

Gas —

Gas is an internal currency of the Ethereum network. We need gas to run applications
on the Ethereum network, much as we need gas to run a vehicle.

To complete every transaction on the Ethereum network, a consumer must first make
a payment—send out ethers—and the intermediate monetary value is known as gas.
Gas is a unit of measurement on the Ethereum network for the computing power used
to execute a smart contract or a transaction.

The price of gas is very low compared to Ether. The execution and resource utilization

costs are predetermined in Ethereum in terms of Gas units, called gwei.




Component-4 :
Ethereum Accounts —
There are two types of Ethereum accounts. They are as follows.

Externally owned account (EOA) —
These accounts are used to store transactions.

2. Contractaccount-
As the name itself suggests, these accounts store the details of Smart Contracts.
Component-5:
Nonce-
For externally owned accounts, nonce means the number of transactions via this account.
For a contract account, nonce means the number of contracts generated via this account.
Component-6:
StorageRoot-
It is the main root node of a Merkle tree. Hash of all details of the account is stored here.
The root of the Merkle tree is the verification of all transactions.
Component-7 : Algorithm Used
o Ethash
The intended PoW algorithm for Ethereum 1.0 is Ethash. It’s the most recent version
of Dagger-Hashimoto, however, it’s no longer proper to call it that because many of
the algorithms’ initial characteristics have been dramatically altered in the previous
month of study and development. Since ethereum transitioned to Proof of Stake (PoS)
in 2022, ethash has become legacy and the PoS Algorithm used is — “Clique”.
Component-8
Execution Client —
These are core components that act as the heart of ethereum, and facilitates transaction
processing, maintaining state, and ensuring every node is following the consensus rules.
Here are key responsibilities :-
« Handling the transactions sent to the ethereum network.
» Keeping track of current state of the blockchain, syncing with the overall networks
that involves account balances, smart contract execution and block information
» Validating blocks and ensuring they adhere to the ethereum network’s agreed upon

rules
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Some examples are Geth, Nethermind, Besu etc.

Component-9

Consensus Client —

A consensus client is a software that implements the Proof-of-Stake Algorithm and helps

the blockchain network ensure that all the nodes agree on the state of the blockchain. It has

the following key responsibilities :-

Transaction Validation : Ensuring that any transaction made over the ethereum
network adhere to the rules and guidelines set

Block Proposal: Block proposal is the process of organizing a set of valid transaction
into groups and then broadcasting them to the ethereum network for proposal as

including them in the network.

Algorithm:

The algorithm follows the following general path as follows.

1. There is a seed for each block that may be determined by reading over the block

headers till that point.

A 16 MB pseudo-random cache may be computed from the seed. The cache is saved
by light clients.

We can construct a 1 GB dataset from the cache, with the condition that each item in
the dataset is dependent on just a few cache items. The dataset is stored by full clients
and miners. The dataset expands linearly over time.

Taking random slices of the dataset and hashing them together is what mining is all
about. Verification may be done with little memory by utilizing the cache to renew

just the parts of the dataset that you require, requiring just the cache to be stored.




CHAPTER 3
SMART CONTACT

A Smart Contract (or cryptocontract) is a computer program that directly and
automatically controls the transfer of digital assets between the parties under certain
conditions. A smart contract works in the same way as a traditional contract while also
automatically enforcing the contract. Smart contracts are programs that execute exactly as
they are set up(coded, programmed) by their creators. Just like a traditional contract is
enforceable by law, smart contracts are enforceable by code.

« The bitcoin network was the first to use some sort of smart contract by using them to
transfer value from one person to another.

« The smart contract involved employs basic conditions like checking if the amount of
value to transfer is actually available in the sender account.

o Later, the Ethereum platform emerged which was considered more powerful,
precisely because the developers/programmers could make custom contracts in a
Turing-complete language.

o It is to be noted that the contracts written in the case of the bitcoin network were
written in a Turing-incomplete language, restricting the potential of smart contracts
implementation in the bitcoin network.

« There are some common smart contract platforms like Ethereum, Solana, Polkadot,
Hyperledger fabric, etc.

History:

In 1994, Nick Szabo, a legal scholar, and a cryptographer recognized the application of a
decentralized ledger for smart contracts. He theorized that these contracts could be written
in code which can be stored and replicated on the system and supervised by the network of
computers that constitute the blockchain. These smart contracts could also help in
transferring digital assets between the parties under certain conditions.

Features of Smart Contracts

The following are some essential characteristics of a smart contract:
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1. Distributed: Everyone on the network is guaranteed to have a copy of all the
conditions of the smart contract and they cannot be changed by one of the parties. A
smart contract is replicated and distributed by all the nodes connected to the network.

2. Deterministic: Smart contracts can only perform functions for which they are
designed only when the required conditions are met. The final outcome will not vary,
no matter who executes the smart contract.

3. Immutable: Once deployed smart contract cannot be changed, it can only be
removed as long as the functionality is implemented previously.

4. Autonomy: There is no third party involved. The contract is made by you and shared
between the parties. No intermediaries are involved which minimizes bullying and
grants full authority to the dealing parties. Also, the smart contract is maintained and
executed by all the nodes on the network, thus removing all the controlling power
from any one party’s hand.

5. Customizable: Smart contracts have the ability for modification or we can say
customization before being launched to do what the user wants it to do.

6. Transparent: Smart contracts are always stored on a public distributed ledger called
blockchain due to which the code is visible to everyone, whether or not they are
participants in the smart contract.

7. Trustless: These are not required by third parties to verify the integrity of the process
or to check whether the required conditions are met.

8. Self-verifying: These are self-verifying due to automated possibilities.

9. Self-enforcing: These are self-enforcing when the conditions and rules are met at all
stages.

Capabilities of Smart Contracts

1. Accuracy: Smart contracts are accurate to the limit a programmer has accurately
coded them for execution.

2. Automation: Smart contracts can automate the tasks/ processes that are done
manually.

3. Speed: Smart contracts use software code to automate tasks, thereby reducing the
time it takes to maneuver through all the human interaction-related processes.
Because everything is coded, the time taken to do all the work is the time taken for

the code in the smart contract to execute.




4. Backup: Every node in the blockchain maintains the shared ledger, providing
probably the best backup facility.

5. Security: Cryptography can make sure that the assets are safe and sound. Even if
someone breaks the encryption, the hacker will have to modify all the blocks that
come after the block which has been modified. Please note that this is a highly
difficult and computation-intensive task and is practically impossible for a small or
medium-sized organization to do.

6. Savings: Smart contracts save money as they eliminate the presence of
intermediaries in the process. Also, the money spent on the paperwork is minimal to
zero.

7. Manages information: Smart contract manages users’ agreement, and stores
information about an application like domain registration, membership records, etc.

8. Multi-signature accounts: Smart contracts support multi-signature accounts to
distribute funds as soon as all the parties involved confirm the agreement.

Types of Smart Contracts

1. Smart Legal Contract:

There are legal guarantees for smart contracts. They follow the format seen in contracts: “If
this occurs, then this will occur.” Legal smart contracts provide more openness between
contracting entities than traditional documents because they are stored on blockchain and
cannot be altered. Contracts are executed by the parties using digital signatures. If certain
conditions are met, such as paying a debt when a predetermined date is reached, smart legal
contracts may operate on their own. If stakeholders don’t comply, there may be serious legal
ramifications.

2. Decentralized Autonomous Organizations (DAOS):

DAOQOs are democratic organisations with voting powers granted by a smart contract. A
decentralised autonomous organisation, or DAO, is a blockchain-based entity with a shared
goal under collective governance. There is no such thing as an executive or president.
Instead, the organization’s operations and the distribution of assets are governed by
blockchain-based principles that are incorporated into the contract’s code. One example of
this kind of smart contract is VitaDAO, which uses technology to power a community
dedicated to scientific inquiry.

3. Application Logic Contracts:
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Application-based code that usually keeps up with multiple other blockchain contracts

makes up application logic contracts, or ALCs. It permits device-to-device interactions such

as blockchain integration and the Internet of Things. These are signed between computers

and other contracts rather than between people or organisations like other kinds of smart

contracts.
How Do Smart Contracts Work?

A smart contract is just a digital contract with the security coding of the blockchain.

It has details and permissions written in code that require an exact sequence of events
to take place to trigger the agreement of the terms mentioned in the smart contract.
It can also include the time constraints that can introduce deadlines in the contract.
Every smart contract has its address in the blockchain. The contract can be interacted
with by using its address presuming the contract has been broadcasted on the

network.

The idea behind smart contracts is pretty simple. They are executed on a basis of simple

logic, IF-THEN for example:

IF you send object A, THEN the sum (of money, in cryptocurrency) will be
transferred to you.

IF you transfer a certain amount of digital assets (cryptocurrency, for example, ether,
bitcoin), THEN the A object will be transferred to you.

IF | finish the work, THEN the digital assets mentioned in the contract will be

transferred to me.

Note: The WHEN constraint can be added to include the time factor in the smart contracts.

It can be seen that these smart contracts help set conditions that have to be fulfilled for the

terms of the contract agreement to be executed. There is no limit on how much IF or THEN

you can include in your intelligent contract.
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o ldentify Agreement: Multiple parties identify the cooperative opportunity and
desired outcomes and agreements could include business processes, asset swaps, etc.

« Set conditions: Smart contracts could be initiated by parties themselves or when
certain conditions are met like financial market indices, events like GPS locations,
etc.

o Code business logic: A computer program is written that will be executed
automatically when the conditional parameters are met.

« Encryption and blockchain technology: Encryption provides secure authentication
and transfer of messages between parties relating to smart contracts.

« Execution and processing: In blockchain iteration, whenever consensus is reached
between the parties regarding authentication and verification then the code is
executed and the outcomes are memorialized for compliance and verification.

« Network updates: After smart contracts are executed, all the nodes on the network
update their ledger to reflect the new state. Once the record is posted and verified on
the blockchain network, it cannot be modified, it is in append mode only.

Applications of Smart Contracts
1. Real Estate: Reduce money paid to the middleman and distribute between the parties

actually involved. For example, a smart contract to transfer ownership of an




apartment once a certain amount of resources have been transferred to the seller’s
account(or wallet).

2. Vehicle ownership: A smart contract can be deployed in a blockchain that keeps
track of vehicle maintenance and ownership. The smart contract can, for example,
enforce vehicle maintenance service every six months; failure of which will lead to
suspension of driving license.

3. Music Industry: The music industry could record the ownership of music in a
blockchain. A smart contract can be embedded in the blockchain and royalties can be
credited to the owner’s account when the song is used for commercial purposes. It
can also work in resolving ownership disputes.

4. Government elections: Once the votes are logged in the blockchain, it would be very
hard to decrypt the voter address and modify the vote leading to more confidence
against the ill practices.

5. Management: The blockchain application in management can streamline and
automate many decisions that are taken late or deferred. Every decision is transparent
and available to any party who has the authority(an application on the private
blockchain). For example, a smart contract can be deployed to trigger the supply of
raw materials when 10 tonnes of plastic bags are produced.

6. Healthcare: Automating healthcare payment processes using smart contracts can
prevent fraud. Every treatment is registered on the ledger and in the end, the smart
contract can calculate the sum of all the transactions. The patient can’t be discharged
from the hospital until the bill has been paid and can be coded in the smart contract.

Example Use cases:

1. Smart contracts provide utility to other contracts. For example, consider a smart
contract that transfers funds to party A after 10 days. After 10 days, the above-
mentioned smart contract will execute another smart contract which checks if the
required funds are available at the source account(let’s say party B).

2. They facilitate the implementation of ‘multi-signature’ accounts, in which the assets
are transferred only when a certain percentage of people agree to do so

3. Smart contracts can map legal obligations into an automated process.

4. If smart contracts are implemented correctly, can provide a greater degree of

contractual security.




Advantages of Smart Contracts

1.

Recordkeeping: All contract transactions are stored in chronological order in the
blockchain and can be accessed along with the complete audit trail. However, the
parties involved can be secured cryptographically for full privacy.

Autonomy: There are direct dealings between parties. Smart contracts remove the
need for intermediaries and allow for transparent, direct relationships with customers.
Reduce fraud: Fraudulent activity detection and reduction. Smart contracts are
stored in the blockchain. Forcefully modifying the blockchain is very difficult as it’s
computation-intensive. Also, a violation of the smart contract can be detected by the
nodes in the network and such a violation attempt is marked invalid and not stored in
the blockchain.

Fault-tolerance: Since no single person or entity is in control of the digital assets,
one-party domination and situation of one part backing out do not happen as the
platform is decentralized and so even if one node detaches itself from the network,
the contract remains intact.

Enhanced trust: Business agreements are automatically executed and enforced.
Plus, these agreements are immutable and therefore unbreakable and undeniable.
Cost-efficiency: The application of smart contracts eliminates the need for
intermediaries(brokers, lawyers, notaries, witnesses, etc.) leading to reduced costs.

Also eliminates paperwork leading to paper saving and money-saving.

Challenges of Smart Contracts

1.

No regulations: A lack of international regulations focusing on blockchain
technology(and related technology like smart contracts, mining, and use cases like
cryptocurrency) makes these technologies difficult to oversee.

Difficult to implement: Smart contracts are also complicated to implement because
it’s still a relatively new concept and research is still going on to understand the smart
contract and its implications fully.

Immutable: They are practically immutable. Whenever there is a change that has to
be incorporated into the contract, a new contract has to be made and implemented in
the blockchain.




CHAPTER 6

INTRODUCTION TO ETHEREUM HIGH-LEVEL LANGUAGE
Solidity is an object-oriented and high-level language for implementing Smart contracts.

Solidity is a curly-bracket language designed to target the Ethereum Virtual
Machine(EVM), Itis influenced by C++, Python, and JavaScript. Solidity is statically typed
and supports inheritance, libraries, and complex user-defined types among features. With
this, you can create contracts for users such as voting, crowdfunding, blind auctions, and
multi-signature wallets.
Solidity is a brand-new programming language created by Ethereum which is the second-
largest market of cryptocurrency by capitalization, released in the year 2015 and led by
Christian Reitwiessner. Some key features of solidity are listed below:
« Solidity is a high-level programming language designed for implementing smart
contracts.
« ltis astatically typed object-oriented(contract-oriented) language.
« Solidity is highly influenced by Python, c++, and JavaScript which run on the
Ethereum Virtual Machine(EVM).
« Solidity supports complex user-defined programming, libraries, and inheritance.
« Solidity is the primary language for blockchains running platforms.
« Solidity can be used to create contracts like voting, blind auctions, crowdfunding,
multi-signature wallets, etc.
Ethereum
Ethereum is a decentralized open-source platform based on the blockchain domain, used to
run smart contracts i.e. applications that execute the program exactly as it was programmed
without the possibility of any fraud, interference from a third party, censorship, or downtime.
It serves as a platform for nearly 2,60,000 different cryptocurrencies. Ether is a
cryptocurrency generated by Ethereum miners, used to reward for the computations
performed to secure the blockchain.
Smart Contract
Smart contracts are high-level program codes that are compiled to EVM byte code and
deployed to the ethereum blockchain for further execution. It allows us to perform credible
transactions without any interference of the third party, these transactions are trackable and

irreversible. Languages used to write smart contracts are Solidity (a language library with




similarities to C and JavaScript), Serpent (similar to Python, but deprecated), LLL (a low-
level Lisp-like language), and Mutan (Go-based, but deprecated).
Example: In the below example, we have discussed a sample solidity program to
demonstrate how to write a smart contract in Solidity.
// SPDX-License-ldentifier: GPL-3.0
pragma solidity >= 0.4.16 < 0.9.0;

/Il @title A contract for demonstrate how to write a smart contract
/Il @author Jitendra Kumar

I/l @notice For now,this contract just show to set the value of state variable,calculate tf
sum and get this sum value from the smart contract

contract Test

{

// Declaring state variables
uint public varl;
uint public var2;

uint public sum;

/I Defining public function
/I that sets the value of
// the state variable
function set(uint x, uint y) public
{
varl = x;
var2 =y,

sum=varl+varz;

// Defining function to
/I print the sum of

/I state variables

function get(




) public view returns (uint) {

return sum;

Output:

Explanation:

1. Version Pragma:

pragma solidity >=0.4.16 <0.9.0;

Pragmas are instructions to the compiler on how to treat the code. All solidity source code
should start with a “version pragma” which is a declaration of the version of the solidity
compiler this code should use. This helps the code from being incompatible with the future
versions of the compiler which may bring changes. The above-mentioned code states that it
Is compatible with compilers of version greater than and equal to 0.4.16 but less than version
0.9.0

2. The contract keyword:

contract Test

{

/[Functions and Data

}

The contract keyword declares a contract under which is the code encapsulated.
3. State variables:

uint public varl;




uint public var2;

uint public sum;

State variables are permanently stored in contract storage that they are written in Ethereum
Blockchain. The line uint public varl declares a state variable called varl of type uint
(unsigned integer of 256 bits). Think of it as adding a slot in a database. Similarly, goes with
the declaration uint public var2 and uint public sum.

4. A function declaration:

function set(uint x, uint y) public

function get() public view returns (uint)

« This is a function named set of access modifier type public which takes a variable x
and variable y of datatype uint as a parameter.

« This was an example of a simple smart contract that updates the value of varl and
var2. Anyone can call the function set and overwrite the value of varl and var2 which
is stored in the Ethereum blockchain. This is an example of a decentralized
application that is censorship-proof and unaffected to the shutdown of any centralized
server. As long as someone is running a single node of the Ethereum blockchain, this
smart contract will be accessible.

« The variable sum is calculated by adding the values of the variables varl and var2.

« Function get will retrieve and print the value of the state variable sum.

How to Execute The Code:

There are practically two ways to execute a solidity smart contract:

1. Offline Mode: Running a solidity smart contract in Offline mode requires three
prerequisites and 4 major steps to be followed to get the smart contract running:

« Prerequisites:

o Download and install node.js.
o Install Truffle globally.
o Install ganache-cli.

« Objectives:

o Create a truffle project and configure a development network
o Create and deploy smart contracts
o Interact with the smart contract from Truffle console

o Write tests for testing the main features offered by Solidity.
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CHAPTER 7
TOKENS, GAS
What is a Cryptographic Token?
A cryptographic token is a digital unit that has a value and does not have its own native
blockchain. Blockchain technology has huge potential to build a secure future internet
system and also be able to solve big business problems. A blockchain is a digital,
decentralized public ledger that has the special ability to record every data transaction
exchange on its network. The blockchain network is able to track orders, payments,
and more. Purpose of Cryptographic Tokens
Cryptographic Tokens are tokens that do not have their own native blockchain. Hence,
cryptographic tokens exist on the existing blockchain infrastructure. of another
cryptocurrency. Therefore owners of cryptographic tokens can use them for purchasing
products or they can also be used for trading for making a profit just like other securities. If
one wants to create a high-performance token, then there is a need to develop the token on
a high-performance blockchain like Ethereum, and then the token runs on a highly secure
network and it is also secure from cyber attacks. Tokenization is less expensive in terms of
money and time when leverage is existing on decentralized architecture and implementing
a consensus mechanism.
Features of Cryptographic Tokens
Below are some of the features of crypto tokens:
« Cryptographic Tokens operate on existing blockchain infrastructure, therefore
Cryptographic Tokens are secure.
« It makes payments easier and more secure.
« Cryptographic Tokens are used in a wide range of fields such as trading and
investment.
« A cryptographic Token is a cryptocurrency that represents an asset.
« Tokenization is less expensive and time-consuming.
Types of Cryptographic tokens
Different types of cryptographic tokens are discussed below:
1. Utility tokens: Utility tokens are user tokens that grant access to users for specific
services. For example, When an organization creates a utility token for their

customers, it means they create a digital voucher that can be redeemed for discounts




or for gaining special access to a service of that organization. There are many Utility
tokens that exist in the market like Filecoin, Civic, and many more.

. Payment tokens: Payment tokens are best known as coins. The main purpose of
payment tokens is to serve as a medium of exchange of currency. Most
cryptocurrencies like Bitcoin are payment tokens. Bitcoin is a digital currency that
uses blockchain technology. It was created primarily to speed up cross-border
transactions, reduce government control over trade, and simplify the entire process
without the need for third-party intermediaries. The absence of intermediaries greatly
reduces transaction costs. It uses cryptography to keep it secure. There are no physical
bitcoins, bitcoin is a digital currency.

. Security tokens: Security tokens work just like traditional securities. Security tokens
are also known as equity tokens. As | said, security tokens are traditional assets that
look like stocks and shares of a company or organization, security tokens are handed
over to the buyer once the initial token supply ends. security tokens give the holder
ownership rights along with sharing in the company stocks.

. Defi tokens: Defi stands for Decentralized Finance. Defi token is a cryptographic
token that uses a protocol designed to create a new financial system with the functions
same as the old financial system such as lending, saving, trading, etc., by using
blockchain technology with the use of smart contacts. For example, instead of
borrowing money from a lender, you can borrow money in form of a Defi token from
the Defi platform. Defi platforms have their own official currency in the form of
tokens and they depend on investors who lend out their crypto funds for lending.

. Crypto rewards: As discussed above, Defi platforms have their own official
currency in the form of tokens, and they rely on investors to lend out their crypto
funds to borrow. In return, investors gain (profit) crypto rewards. Crypto rewards are
usually paid in the form of crypto tokens.

. Governance token: A governance token is a cryptographic token and specialized
defi token that gives its holders voting rights for the token’s future. Governance token
holders can propose and vote on proposals that will help determine the future of that
particular cryptocurrency.

. Non-Fungible Tokens: Non-Fungible Tokens (NFTs) are Cryptographic tokens that

use blockchain technology. Non-fungible tokens (NFTs) are not a cryptocurrency




because non-fungible tokens cannot be used for trading or exchange purposes, it is
used as a cryptographic asset.NFTs are uniquely identifiable therefore they are
different from most fungible cryptocurrencies such as Bitcoin. Non-Fungible Tokens

(NFTSs) are associated with digital things like photos, videos, arts, audio, etc.

How do Cryptographic Tokens Work?

Cryptographic tokens are the same as digital currency which is stored in a digital wallet.

Below are steps to show how cryptographic tokens work:

1.

Develop Token: Cryptographic Token Developer develops tokens with the help of
blockchain technology.

List Cryptographic Token: Developers decide when to list their tokens on
cryptocurrency exchanges.

Token Available for Buy and Sell: Any user can now buy a token from a
cryptocurrency exchange.

Token stored in Digital Wallet: After buying a token it is stored in the user’s digital

wallet.

If one wants to transfer a token to someone else, it “leaves” the user’s digital wallet and

moves to another person’s wallet. If one wants to sell it, the user will get money at the current

price of that token in the market. Unlike Bitcoin or other coins, they use a system of public

and private keys to facilitate transactions. The exchange with tokens uses a system called

“smart contracts”. Every blockchain as a token platform has a technical standard that defines

smart contracts.

Cryptographic Token Developer Cryptographic Token Developer list
develop Token with the help of their Cryptographic token
blockchain technology on Cryptocurrency exchange

After Buying a Cryptographic Now you are able to

token it is stored in your buy/sell cryptographic token
digital wallet.




Cryptographic Tokens vs Cryptocurrencies vs Altcoins
To describe cryptocurrencies, the terms like Cryptographic Token, Cryptocurrencies, and

Altcoins are used. Below are some points of these terms to help clarify the difference

between each.

Cryptographic Tokens

Cryptocurrencies

Altcoins
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Top Cryptographic Token in the Market




Below are some top cryptographic tokens in the market with their market cap according to
the year 2022:
o Tether: Market cap of Tether is $83,149,403,092
« USD Coin: Market cap of USD Coin is $49,044,062,431
« Binance USD: Market cap of Binance USD is $17,876,805,072
« Shiba Inu: Market cap of Shiba Inu is $11,533,509,510
« Wrapped Bitcoin: Market cap of Wrapped Bitcoin is $10,996,787,602 and More.
From where we can get Cryptographic Tokens?
The most common or easy way to get cryptographic tokens is through cryptocurrency
exchanges. Cryptographic Tokens Developers decide when to list their tokens on
cryptocurrency exchanges. The cryptocurrency exchange market on the Internet is huge.
Many cryptographic tokens are often frozen by government regulation or by hacking attacks.
One can buy tokens from any cryptocurrency exchange.
GAS:
Ethereum Gas is a section that calculates the quantity of calculation action that it takes to
perform specific functions. Every function that carries position in Ethereum like transactions
and smart contracts etc. performance needs some part of gas. It is essential to the blockchain
P2P network because it is the power that authorizes it to accomplish exactly what an
automobile needs fuel to drive. Gas refers to the cost required to complete a deal on the
Ethereum network.
Facts about Ethereum Gas
o Gas prices are delivered in the form of Ethereum’s born money, the currency of
Ethereum is ETH.
» QGas costs are indicated in “gwei” which is a movement of Ethereum, every single
“gwei” is equivalent to 0.000000001 ETH.
« Forsample, rather than stating that the gas costs 0.000000001 ether, say, the gas costs
1 “gwei”.
e The term “gwei” means “Giga-wei”, which is equivalent to 1,000,000,000 “wei”.
o “Wei” is called after “Wei Dai” that is the creator of b-money (least unit of ETH).
GWEI
Gwel is a combination of “giga” and “wei”. It is a sect of the blockchain technology ETH,

this coin is operated on the Ethereum P2P network. ETH is a blockchain medium, like
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Bitcoin and Binance, where users can make transactions with respect to buying and selling
interests and benefits without the involvement of an intermediator.
Example
For example, Rahul needs to give 1 ETH to Shubham. During the transaction, the gas
boundary is 21000 units, and the gas price is 200 gwei.
Total fee costs = Gas units (limit) * Gas price per unit
= 21000 * 200
= 4,200,000 gwei (0.0042 ETH)

e When Rahul dispatched the funds, 1.0042 ETH would be subtracted from Rahul’s
account.

« Shubham would be credited 1.0000 ETH only as 0.0042 is the fess of Miner.

Now after upgradation, increased advantages presented by the difference contain more
profitable trade fee computation, typically more rapid trade inclusion, and canceling the
ETH distribution by burning a portion of trade fees.

« Beginning with the peer-to-peer network upgrade, each block unit has a ground fee,
the lowest price per unit of gas for inclusion in this block unit, estimated by the
network founded on request.

« Because the ground fee of the trade fee is burnt, users are also hoped to put a tip in
their dealings.

« The information pays miners for managing and breeding user trades in blocks and is
hoped to be set automatically by most wallets.

Total fee after upgradation = Gas units (limit) * (Base fee + Tip)
For example, Shubham has to pay 1 ETH to Rahul. This process has a gas limit of 21000
units and a base fee of 100 gwei. Shubham includes a tip of 10 gwei.
Total fee after upgradation = Gas units (limit) * (Base fee + Tip)
= 21000 * (100 + 10)
= 2,310,000 gwei (0.00231 ETH).

e« When Shubham sends the funds, 1.00231 ETH will be subtracted from Shubham’s
account.

« Rahul will be credited 1.0000 ETH and 0.00021 ETH will be received by the miner
as the tip.

« A ground fee of 0.0021 ETH is ignited.




Gas Fees

The gas fees include Base, Priority, Max, and calculating fees. Let’s discuss these terms in

detail.

1. Base fees:

Each alliance has a ground fee which serves as a fund price.

The ground fee is figured alone of the existing alliance and is rather specified by the
alliances before it pushes trade prices better for users.

When the block is excavated the base fee is “burned”, dragging it from regulation.
The ground fee is evaluated by instructions that compare the length of the earlier
block with the marked size.

The base fee intention rise by a max of 12.5% per block if the marked block size is

surpassed.

2. Priority fee:

Apart from the base fee obtained, the advancement presented a priority fee i.e. tip to
miners to contain a trade in the alliance.

Without tips, miners can see it financially possible to drill cleared blocks because
they can obtain the exact alliance prize.

Under normal circumstances, a little tip provides miners with the slightest
encouragement to maintain a transaction.

For dealings that require getting preferentially conducted ahead of different trades in
the same block, a more elevated tip will be essential to endeavor to outbid contending

trades.

3. Max fee:

To conduct trade on the P2P network, users can select the greatest limit they are
inclined to spend for their dealing to be completed.

This additional circumference is called the max fee/Gas.

For a trade to be completed, the max fee must surpass the aggregate of the base and
priority fees.

The trade sender is repaid the contrast between the max fee and the total of the

ground(base) fee and tip.

4. Calculating fees:




The main benefit of the upgrade is enhancing the user’s knowledge when charging
trade fees.

In the wallets that sustain the upgrade rather than explicitly commenting to pay the
transaction from a wallet, providers will automatically set a suggested transaction fee
(base fee + suggested priority fee) to decrease the quantity of complexness loaded on

their users.

Importance of Gas Fees

Below are some of the reasons why gas fess is important:

Gas fees help support the Ethereum peer-to-peer network security.

By demanding a price for every analysis performed on the web grid, it prevents evil
performers from spamming the web grid.

To evade unexpected or malicious endless circles or different computational wastage
in principle, every trade is needed to set a boundary to how multiple computational
efforts of code implementation can operate.

The basic division of accounting is “gas”.

A trade organizes a boundary and any unit of gas not utilized in trade is replaced (i.e.

max fee — (base fee + tip)).

Why gas fees can go high?

Increased gas prices exist because of the fame of Ethereum.

Conducting any function on Ethereum needs depleting gas, and the gas area is
determined per alliance.

Prices contain measures, holding or exploiting data, and swallowing various parts of
“gas” units.

As app functionality produces additional complexity, the digit of functions a wise
contract achieves also develops, representing each trade brings up more additional
area of a fixed measure block.

If the demand is quite high, users must present a more elevated tip payment to try and
outbid other users’ dealings.

A more increased tip can construct it additional possible that your trade will convey

into the subsequent block.

Initiative to reduce gas costs:




The ETH efficiency advancements should eventually manage some of the gas cost
points, allowing the medium to process thousands of trades globally per moment.
Second layer scaling is a direct ambition to significantly enhance gas prices, user
knowledge, and scalability.

The recent proof-of-stake(POS) sample based on the Beacon Chain, should decrease
heightened control consumption and dependence on technological hardware.

This chain resolve permits decentralized ETH P2P networks to compromise and
support network security while restricting gas consumption by rather demanding an

economic responsibility.

Strategies to reduce gas costs:

Strategies to decrease gas costs for ETH, Users can select a direction to display the
important status of the user’s transaction.

Miners intention perform trades that suggest a more increased tip per gas, as they
hold the tips that users spend and resolve be slightly tilted to conduct transactions
with more down tips specified.

If users like to observe gas costs, then they can send ETH for smaller, user can utilize
multiple other tools given below:

” Etherscan Transaction gas price estimator “, and ”” Blocknative ETH Gas Estimator
Gas ” for evaluating Chrome attachment backing both Class 0 inheritance trades and
Class 2 EIP-1559 trades, and” ETH Gas Station ” which is client instructed metrics

2

for the Ethereum gas demand, ” Cryptoneur Gas Fees Calculator ” is used for

calculating gas prices in the local currency for various trade.

Why do gas fees exist?

Gas prices assist maintain the Ethereum grid safe. By demanding a price for every
analysis performed on the grid, it controls harmful attackers from spamming the grid.
To bypass unexpected code, every trade needs to set a limitation to the multiple
computational efforts of regulation performance.

The absolute unit of analysis is “gas”.

Moreover, a trade contains a limitation, any gas not operated in a transaction is

produced to the user (i.e. max fee — (base fee + tip) is produced).

How does block size affect the base fees?




The base fee is computed by a procedure that resembles the dimensions of the last block (the
part of gas utilized for all the trades) with the target size. The base fee will rise by a most of

12.5% per alliance if the target block size is overextended.
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CHAPTER 7

DECENTRALIZED APPLICATIONS (DAPPS)
A Decentralized Application, as its name suggests, is decentralized, meaning there is no
central authority and it supports a decentralized form. It runs on a P2P (decentralized)
network. It offers secure, transparent, and user-centric solutions. It also provides Web 3.0
capabilities. This article focuses on discussing DApp Development in detail.
What is the Full Form of DApp?
The Full Form of DApp is a Decentralized Application. DApps run on a peer-to-peer
network, it does not support Centralized control and enhance security and transparency. All
the applications where control is not centralized come under Decentralized applications.
What is DApp Development?
DApp development involves blockchain technology with smart contracts. When we build a
DApp, we have to work on the front-end part and the back-end part.

1. In the back-end part, we use smart contracts to automate processes and enhance
performance. Smart contracts enhance security and remove intermediaries.

2. Blockchain networks distribute data across different nodes to prevent tampering and
ensure integrity.

3. Unlike centralized apps, DApps run on a P2P network and remove the need for central
authorities.

4. DApp development makes apps faster, more secure, and more transparent.

5. DApps are open source, which means the codebase is accessible to the public,
allowing them to make modifications and contributions. Open source promotes
collaboration and innovation within the developer community. It helps in finding
vulnerabilities and adding more features to the DApps.

6. DApps are decentralized, which means there are no central authorities, ensuring that
no single entity has control over the entire network. This enhances the security and
integrity of the application because there is no centralization.

7. Consensus mechanisms such as Proof of Work (PoW) and Proof of Stake (PoS) help

in validating transactions and maintaining the integrity of the blockchain in DApps.




These mechanisms ensure decentralized agreement, prevent fraud, and ensure secure
and trustless transactions.

What Programming Language is Used for DApp?
Different types of programming languages are used for DApps. The choice depends on
various factors, such as the blockchain platform utilized and the developer’s expertise.
Developers choose programming languages based on the specific requirements for the
DApp.
1. Solidity
Solidity is used for crafting smart contracts on the Ethereum blockchain. It supports intricate
user-defined types, libraries, and inheritance for creating decentralized applications. Solidity
helps in designing and deploying smart contracts and handling functions such as token
creation (ERC-20), decentralized finance (DeFi) protocols, and voting systems.

« It Supports inheritance and libraries.

» Specifically It is designed for the Ethereum based ecosystem.
2. JavaScript/TypeScript
JavaScript and TypeScript play a major role in front-end development for DApps and
scripting interactions with smart contracts. These languages help in crafting user interfaces.
They use libraries such as Web3.js, Ethers.js, and Truffle to interface with blockchain
networks.

» Mostly Used for front-end development.

 Itinteract with smart contracts.
3. Rust
We use Rust for writing smart contracts on blockchains like Solana and Polkadot. It offers
memory safety without a garbage collector and includes features like concurrency without
data races, ensuring system reliability. Rust is also used in developing intricate and
performance-oriented DApps.We use Rust for writing smart contracts on blockchains like
Solana and Polkadot. It offers memory safety without a garbage collector and includes
features like concurrency without data races, ensuring system reliability. Rust is also used
in developing intricate and performance-oriented DApps.

« It Provides safety of memory without a garbage collector.

« It mainly Enhanced performance and safety.

4. Vyper




Vyper is another language used to script smart contracts on the Ethereum blockchain. It is
famous for its simplicity and emphasis on security. Vyper lacks features like infinite loops
and recursive calling for security purposes.

« Security audits, particularly for financial applications, are suitable for Vyper
implementation.

o It’s main focus on security and simplicity.

Example of DApp

Blockchain Based Medical Record Storer

It is a Decentralized Blockchain based medical record storer where a patient can store and
delete his medical records by using Ethereums. It is a safe and secure DApp for storing
medical records. User has to connect his wallet with the application and after connection
user can submit his patient form and do transactions.

Why Should You Learn About DApp Development?

In this new technological era, most apps are being built in a decentralized form because it is
safe, secure, and transparent. Nowadays, it is a required skill for removing the need for
central authorities.

1. Eliminate centralized Models: This approach enhance the security and trust by
cryptographic verifications. Many big industries are using this approach to eliminate
centralized models.

2. Cutting-Edge Technology: Blockchain knowledge is necessary for building DApps.
Understanding and working with blockchain can give you insight into one of the most
transformative technologies of today’s time. It prevents tampering and ensures
integrity.

3. Decentralization: DApps operate on decentralized networks. This can lead to
increased security and transparency.

4. Community and Collaboration: DApp development frequently involves
engagement in open-source communities where developers collaborate, exchange
knowledge, and contribute to advancing decentralized technologies. These
communities enhance learning and foster innovation through peer review, feedback,

and ongoing enhancements. Developers work collectively to improve applications.




5. Career Opportunities: There are many career opportunities in blockchain startups
and tech companies. Many industries are exploring blockchain solutions and building
decentralized applications.

6. Innovation: Blockchain with smart contracts plays a crucial role in data security and
transparency, enhancing the performance of applications. It is a demanding skill for
DApp developers. Blockchain-specific languages like Solidity, Vyper, and Rust are
in high demand for creating DApps.

7. User Ownership: Users of DApps have greater control and ownership over their data
and assets.

What Are the Important Components in DApp Development?

1. Smart Contracts

Smart contracts automate processes and enhance security. These contracts make apps faster
and ensure transparency and reliability in decentralized applications. We use smart contracts
in the back-end part of DApps, which removes intermediaries and ensures integrity.

2. Front-End

Itis the part of the DApp with which users interact and perform actions. The front end should
be user-friendly so that users can easily interact with the DApp. For building the front end,
we use standard web technologies and frameworks. The front end interacts with the
blockchain via smart contracts, so when users perform any actions, it provides immediate
results.

o HTML, CSS, JavaScript are used to built frontend.

» Popular frameworks like React, Angular, or Vue.js used in creation of frontend.

3. Blockchain

The blockchain is a fundamental component of DApp development. It stores data and smart
contracts, ensuring data integrity, transparency, and security while executing smart contracts
across a distributed network.

« It Provides a decentralized, immutable ledger.

« Popular Platforms like Ethereum, Binance Smart Chain, Polkadot, and Solana offer
blockchain capabilities.

4. Wallet
Wallets are used to store money in the form of cryptocurrency. They manage private keys

and facilitate secure transactions on the blockchain. Users have to pay for performing actions




on the blockchain. Wallets enable users to interact with DApps and smart contracts, ensuring
the security of their digital assets.

« It Manage private keys and facilitate secure transactions.

« Itis Available as both software-based and hardware-based.

» MetaMask is software-based wallet and Ledger is hardware-based wallet.
Steps for Creating a DApp
1. Define Your Objective: The initial step is defining the purpose of the DApp. Identify the
problem it solves and the target audience.
2. Outline Technical Requirements: Outline other technical requirements such as
blockchain platform, smart contract language, and development tools.
3. Choose the Right Blockchain Platform: Choose a appropriate blockchain platform to
build a DApp such as Ethereum, Polkadot, Solana, Binance Smart Chain, etc.
4. Design the Architecture: Design the logic and functionality that will be implemented as
smart contracts. Plan the frontend and decide the backend components and how they will
interact with the blockchain.
5. Development Environment Setup: Setup the development environment with necessary
tools and libraries. Setup IDE, Blockchain Node for local blockchain testing, and Wallet for
interacting with DApp.
6. Develop Smart Contracts: Write Smart Contracts by using supporting languages like
Solidity, Rust and Vyper. Throughly test smart contract using frameworks like Truffle and
conduct security audits to identify security weaknesses.
7. Develop the Frontend: Develop the frontend part by using HTML, CSS, JavaScript and
frameworks like React and Angular.
8. Develop the Backend: If DApp requires backend, then setup servers or use decentralized
storage solutions like IPFS. Develop and integrate APIs to facilitate data exchange between
blockchain and backened.
9. Write config.json file to write address of different networks.
10. Testing: Write and run unit tests, conduct integration testing and user testing.
11. Deployment: Deploy your smart contract to testnet first and after thorough testing
deploy smart contract to mainnet. Deploy frontend on web servers.
12. Monitoring and Maintenance: Implement tools to monitor usage, performance, and

user behavior. Regularly update your DApp to fix bugs.




13. Community Building and Marketing: Use various channels to promote your DApp
and Build and engage with your community through social media and forums.
14. Compliance and Legal Considerations: Ensure your DApp complies with relevant

legal requirements and Implement measures to protect user data and maintain privacy.

DApp vs App

Feature DApp App

Architecture | Decentralized Centralized

Control Distributed among  network | Controlled by single entity

Participants
Security High Transparency Variable
Trust Trustless Relies on trust in the central
authority

Data Storage | Blockchain and Decentralized Centralized Servers
Maintenance | Community-driven Developer/organization
Transaction Fe| Gas Fees No Fees

Transactions | Transactions  recorded  on | Transactions processed through
blockchain, often with | centralized servers

cryptocurrencies

Performance | Slower due to blockchain| Generally faster due to

consensus mechanisms centralized processing

Example Ethereum dApps Facebook, Instagram
Which Blockchain is Best for DApp?

There are many popular Blockchain used for DApp Development. Each blockchain has it’s
own advantages. We usually select blockchain according to the problems and need. Some
popular blockchain are written below.

1. Ethereum

Ethereum is a very popular blockchain platform recognized for its robust developer
community, advanced smart contract capabilities, and well-established ecosystem.
Ethereum helps developers to create DApps with smart contracts that provide transparency
and security. Ethereum provides facilities such as rapid prototyping, testing, and deployment
across diverse industries.

2. Solana




Solana has high capability, processing up to 65,000 transactions per second (TPS). It ensures
fast transaction confirmation and low latency in DApps. The architecture of this platform
ensures significantly lower transaction fees compared to Ethereum, providing a cost-
effective solution for DApps managing large transaction volumes or microtransactions.
Solana combines Proof of History (PoH) with Proof of Stake (PoS) to achieve scalability
and efficiency.

3. Polkadot

Polkadot is famous for its cross-chain interoperability. With the help of Polkadot different
blockchains easily communicate and share data. Its parachain architecture promotes
scalabililty and flexible governance. Polkadot also support wide range of use cases.

4. Binance Smart Chain (BSC)

Binance Smart Chain (BSC) is famous for its low transaction fees and rapid confirmation
times compared to Ethereum. It supports the Ethereum Virtual Machine (EVM) and utilizes
existing tools, libraries, and developer expertise. Binance Smart Chain benefits from
integration with Binance’s broader ecosystem. It includes liquidity pools, token swaps, and

access to a vast user base.




CHAPTER 8
DECENTRALIZED ORGANIZATIONS (DAO’S)

DAO stands for Decentralized Autonomous Organization. The concept of a DAO was first
proposed by Bit Shares, Steemit, and EOS (Block. one) founder Dan Larimer in the year
2015, and was further refined in the year 2016 by Ethereum’s Vitalik Buterin. A
decentralized autonomous organization is decentralized, autonomous, and an organization-
as the name already suggests. It is a whole organization that is automated. It stores rules and
processes in code. DAOs are often stateless and distributed over millions of computers. No
single government could decide to take it down.
Components of DAO:
1. No central legal entity: In DAO, there is no central legal entity, this means that no
single entity is responsible for regulating the project.
2. Self-enforcing code: Smart contracts are created and extensively tested to make sure
important details are not overlooked.
3. Token acts as an incentive for validators: Tokens are used in DAO for validators
to motivate them and to ensure active, fair, and quick participation.
Need of DAO
Beginning an association with somebody that includes financing and cash requires a great
deal of confidence in the individuals you’re working with. Yet, it’s difficult to believe
somebody you’ve just at any point associated with on the web. With DAOSs you do not need
to trust the other individual within the gathering, simply the DAO’s code, which is 100%
straightforward and evident by anybody. This opens up countless new freedoms for
worldwide joint effort and coordination.
Traditional Organization Vs DAO
S No| DAO Traditional Organizations

1. | Casting a ballot is needed by | Depending on the structure, changes can
individuals for any progressions to | be requested from the sole party, or

be implemented. casting a ballot might be advertised.

2. Votes were counted, and results | If casting a ballot is permitted, votes are
were carried out consequently | counted inside, and the result of casting a

without a believed intermediary. ballot should be taken care of physically.




3. | Completely democratized. Usually progressive.

4. | Administrations offered are taken | Requires human taking care of, or
care of consequently in a |halfway controlled  mechanization,

decentralized way. inclined to control.

Steps For Launching a DAO
There are three major steps for launching a DAO:

1. Smart Contract Creation: In this step, a developer or a group of developers create
a smart contract behind the DAO. It is very important for the developer to extensively
test the smart contracts before launching to make sure that they do not overlook
Important details. After launch, only the rules set can be changed through the
governance system.

2. Funding: After smart contracts are created and launched, the DAO needs to
determine a way to receive funding. Sometimes, the tokens are sold to raise funds.
These tokens give holders voting rights.

3. Deployment: Once everything is set up and on track, the DAO needs to be deployed
on the blockchain. From this point onwards, stakeholders decide the future of the
organization. The developers who created the smart contracts, no longer influence

the project.

Smart Contract .
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DAO Examples

Here are some examples illustrating how DAO can be utilized:

1. DASH: The well-known computerized money Dash is an illustration of a
decentralized independent association in light of the manner in which it is represented
and the manner in which its planning framework is organized.

2. A cause: One can acknowledge enrollment and gifts from anybody on the planet and
the gathering can choose how they to spend gifts.

3. A consultant organization: One can make an organization of workers for hire who

pool their assets for office spaces and programming memberships.



https://www.geeksforgeeks.org/smart-contracts/

4. Adventures and awards: It is possible to make an endeavor store that pools
speculation capital and decisions on dares to back. Reimbursed cash could later be

rearranged among DAO individuals.
How Do DAOs Work?

So far we are using people to “store” information instead. In order to know how much hiring
anew person would cost? — There is a person answerable in the human resources department.
Similarly, to get movement costs repaid?- There is a separate person responsible for this in

the accounting.

o InaDADO, there is a code for that. Computers will take over much of the decision-
making and operations we see nowadays. The final control, however, is still with
humans, the shareholders. Shareholders have voting rights just like in regular
corporations. They dictate the general direction and accept or decline initiatives.

« The general idea is to bring the benefits of blockchain technology to management.

« The blockchain is immutable, precise, and consistent. It is also transparent and open
so that anyone could review companies. Strong consistency makes DAOs reliable
business partners.

« Such an organization is also harder to put under pressure. It will be difficult to ban it
from operating somewhere. As it is controlled by the organization members and not

influenced by a central government authority to put under pressure.
DAO Membership

There are various models for DAO membership. Membership can decide how casting ballot

functions and other key pieces of the DAO.

1. Token-based membership: Normally completely permissionless, contingent upon the
token utilized. For the most part, these administration tokens can be exchanged for
permissionless on a decentralized trade. Others should be procured by giving liquidity or
another ‘evidence of work’. In any case, just holding the symbolic awards admittance to
casting a ballot. Ordinarily used to administer expansive decentralized conventions as well

as tokens themselves.




Example: MakerDAQO’s token MKR is generally accessible on decentralized trades. So
anybody can become tied up with having cast a ballot power on the Maker convention’s

future.

2. Share-based membership: Offer-based DAOs are more allowed, yet at the same time
very open. Any imminent individuals can present a proposition to join the DAO, typically
offering recognition of some worth as tokens or work. Offers to address direct democratic
force and possession. Individuals can exit whenever with their proportionate portion of the
depository. Regularly utilized for all the nearer sew, human-driven associations like
foundations, laborer assemblages, and venture clubs. Can administer conventions and tokens

too.

Example: MolochDAO is centered around financing Ethereum projects. They require a
proposition for enrollment so the gathering can evaluate whether you have the important
mastery and funding to make educated decisions about possible grantees. You can’t simply

purchase admittance to the DAO on the open market.
Ethereum and DAOs
Ethereum is the ideal establishment for DAOs for various reasons:

« FEthereum’s own agreement is conveyed and set up enough for associations to trust
the organization.

» The agreement code can’t be changed once live, even by its proprietors. This permits
the DAO to run by the principles it was modified with.

« Agreements can send/get reserves. Without this, there is a need for a believed
delegate to oversee a bunch of reserves.

« The Ethereum people group has demonstrated to be more synergistic than cutthroat,
taking into consideration best practices and emotionally supportive networks to arise

rapidly.

Advantages of DAO




1. Decentralization: DAO emphasizes being driven by a collective rather than an
individual. With DAOQO, participants have a much stronger say in the organization’s
direction.

2. Community Driven: DAOs make it easy for communities worldwide to connect and
build a prospering vision together. DAO is accessible to Individuals who may have
had the opportunity in the past to connect and work together.

3. Principle-agent dilemma: One of the main advantages of DAO is that it provides a
solution for the principle-agent dilemma. This dilemma is a conflict in priorities
between a person (principle) and the entities making decisions on their behalf (agent).
One of the common examples of this is problems between Stakeholders and CEOs.
DAO solves this problem through community governance. Here, principles don’t
have to trust agents who work on their behalf instead they work as a part of a group

whose incentives are aligned.
Disadvantages of DAO
This section lists some of the disadvantages of DAO:

1. Security: DAO can be launched with just a few lines of code and given the immense
tech stack a well-run DAO requires to operate effectively thus security remains a
vulnerability as it requires significant technical expertise and it is expensive to keep
best security practices implemented.

2. Slow Decision Making: With DAO scaling there comes an issue of getting everyone
to vote on proposals in a timely manner and with different time zones and investor
priorities, keeping DAO participants up to date can be challenging.

3. The Bikeshedding Effect: Parkinson’s Law of Triviality states that the amount of
time spent discussing an issue in an organization is inversely related to its importance
in the scheme of things. This is also known as bike-shedding. It can have a negative
impact on personal productivity as it causes inefficient management of time.

4. No legitimate structure for circulating DAOs: DAOs can be circulated across
different locales, and there’s no legitimate structure for them. Any lawful issues that
might emerge will probably require those required to manage various territorial laws

in a convoluted fight in court. In July 2017, for instance, the United States Securities




and Exchange Commission gave a report not really settled that the DAO sold
protections as tokens on the Ethereum blockchain without approval, disregarding bits

of protection law in the country.
Future of DAO

The DAO as initially imagined had not returned as of mid-2020. Regardless, interest in
decentralized independent associations as a more extensive gathering keeps on developing.
While there are many waiting concerns and potential issues with respect to lawfulness,
security, and construction, a few investigators and financial backers accept that this kind of
association will ultimately come to conspicuousness, maybe in any event, supplanting

customarily organized organizations.
Criticism of DAO
There are likewise a couple of drawbacks to DAO:

1. One significant issue of being open-source is that securing business insider facts will
end up being more troublesome.

2. Additionally, potential hackers can more easily detect weak spots in the system as
they can openly access the source code. In rare cases, they could even slip their pieces
of code into the software without being detected by the community. That way they

could create their own loopholes.




